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Getting Started

Congratulations on choosing GoToMyPC Corporate, the market-leading remote-access
service that delivers the easiest, most reliable and most cost-effective secure access to
a desktop computer. As your company’s GoToMyPC Corporate administrator, you are
responsible for setting up and managing your GoToMyPC Corporate users. The
Administration Center is efficient and easy to use and it will help you set up users,
manage user accounts, report user activity and maintain your company’'s GoToMyPC
Corporate account.

Administration Center Overview

This help contains information for both GoToMyPC Pro and GoToMyPC Corporate, and
as a result, some content may not apply to your plan. If you see features you would like,
please contact your Account Executive to inquire about upgrading.

The Administration Center is divided into several sections. Each section relates to
performing a specific account management function. The sections are:

The GoToMyPC Corporate Administration Center is made up of the following eight
sections:

e Manage Groups: Use this section to create user groups and subgroups and set
GoToMyPC Corporate feature access and security levels by group and subgroup.

¢ Manage Managers: This section enables top-level administrators to search for
and manage Group Managers, control feature access, and sign up new group
managers.

e Manage Users: This section enables you to search for and manage individual
users; control user access to certain features and settings at the individual level,
sign up new users; and create an administrator announcement.

e Sign Up Users: Sign up or search for users and control access.

e Manage PCs: Enables you to search for computers and view Mac and PC
details; add or remove computers; and control authorization of access to
specific host or Client computers.

e Active Connections: This feature lets you see users who are currently online and
to end any suspicious sessions.

e Generate Reports: Enables you to generate and view various usage reports to
manage activity.

e Manage Account: Provides the ability to view and edit your company account
information.

Note: The Administration Center is designed to help you manage your company’'s GoToMyPC Corporate
account. You will not be able to view or control users’ computers.
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Log in to the Administration Center

To access the Administration Center, you first need to log in to the site.
To log in to the GoToMyPC Administration Center

1. Open an Internet browser and go to: www.gotomypc.com.

2. Enter your email address, password and click Log In.

3. On the Account Selection page, in the Company Manager Accounts section,
select your administrator account and click Go.

Note: The availability, number and naming of accounts will vary depending on your specific related
accounts.

Account Selection

Choose an Account

End User Accounts

Select ane of these accounts to remotely access your PC,
= Personal

[ Carporate Account

Company Manager Accounts

Select a commpany account where you can administer vour end users,
invite mew usars, monitor ackivity and rmore,

& cCa rpotrate Account

Note: To access the Administration Center, you must have received an activation email from your
GoToMyPC Corporate Account Manager containing your personalized Administration Center activation
link, and you must have already created your Administration Center password. If you have not done so,
use the activation email sent to you by your Account Manager to create your Administration Center
password.

Notes on Installation and Feature Access

Please consider the following when deploying and managing GoToMyPC Corporate.

e Due to operating system restrictions, GoToMyPC Corporate requires the service
to be installed on the host PC with administrator rights. Corporate users are asked
to see their administrator for assistance.

¢ Due to various operating system restrictions and hardware requirements, certain
GoToMyPC Corporate features may not function on some computers. Please see
feature notes in the user guide to determine the features that may or may not work
on your users’ host PCs.
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e As a GoToMyPC Corporate top-level administrator, you have the ability to restrict
access to features and/or require the use of some features. Users and group
managers are asked to contact you if they have questions about feature access
and use.

e GoToMyPC group managers have the ability to restrict access to features and/or
require the use of features only to the extent that a top-level administrator has
granted. As a result, some of the features outlined in this guide will only be
available to a top-level administrator.

e Access to some features varies by the type of plan your organization has
purchased.

Mac
Mac Features

Your GoToMyPC users can now access their Mac and PC hosts. Significant differences
in how GoToMyPC works on the Mac platform are highlighted with this icon. For more
information on Mac feature functionality and known issues please see the GoToMyPC

User Help.

GoToMyPC for Mac - Differences in Accessing a Mac Versus a PC

Mac PC
Unlimited Remote Access to Your Mac or PC v v
End-to-End 128-Bit AES Encryption Vv v
User Authentication Vv v
One-Time Passwords v
Inactivity Timeout v v
Keyboard Locking & Screen Blanking v
Cut, Copy and Paste v v
File Transfer & File Sync v
Guest Invite v
Individual Usage Reports v v
Remote Printing v
Sound v
Alias/Desktop Shortcut V ./
Multi-Monitor Support v v
24/7 U.S.-based Global Customer Support v v
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RADIUS Integration Overview

Understand about RADIUS integration here.

¢ RADIUS Integration is an additional add-on item and only available with the
purchase of GoToMyPC Corporate.

¢ Asthe GoToMyPC Corporate administrator, you set the authentication policy to
require RADIUS in the authentication settings section of the Administration
Center.

e With RADIUS, each participating user’s host PC can be configured from the host
PC itself or remotely from the Administration Center. The RADIUS server(s) name
or IP address, user name and host RADIUS encryption key are required at setup.

e When attempting to connect to the host PC with GoToMyPC, the user is
challenged for the SecurlD PASSCODE (or other RADIUS credential) which is
securely transmitted to the GoToMyPC Corporate host PC.

e The host PC communicates with the RADIUS Server, which verifies the
PASSCODE and authenticates the user for the session.

e GoToMyPC Corporate officially supports RSA SecurID as a third-party provider of
an industry-recognized two-factor authentication method. Other third-party
providers may integrate but have not been tested.

For more information on RADIUS integration see Configuring GoToMyPC Corporate
with RADIUS.

Useful GoToMyPC Terms

Review a helpful list of GoToMyPC terms.

Access Code - Your access code is the unigue password that you set up for each host
Mac or PC. You will use the access code every time you log in to a host computer
remotely.

Account Password - Your account password is what you use to log in to the
GoToMyPC Web site.

Client Computer - The client computer is the computer that you will use to access the
host Mac or PC. It can be any Internet-connected computer with a Windows or Java-
enabled browser, located anywhere in the world (airport kiosk, Internet cafe, hotel,
library, etc.).

Computer Nickname - The computer nickname is the name assigned to a host Mac or
PC during installation of the GoToMyPC Corporate software. Nicknames help identify
different computers set up for remote access.
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Group Manager - A group manager is a second-tier manager appointed by a top-level
manager to administer assigned group(s) and/or subgroup(s) using GoToMyPC in your
organization. There is no limit to the number of group managers that can be created.

Host - The host is the Mac or PC you will want to access from a remote location. You
will install the GoToMyPC software on the host Mac or PC. The host computer is a
unique and specific computer.

Host Image - The host image is the picture of the host Mac or PC desktop that appears
in the Viewer window.

One-Time Passwords — One-Time Passwords offer an additional level of security for
users. This feature will help defeat keyboard-sniffer or keystroke logger software.
Requiring this feature will force users to generate a list of One-Time Passwords that
they must enter after entering their access codes each time they connect to a host.

RADIUS - RADIUS is a two-factor authentication method based on something you know
(a password or PIN) and something you have (an authenticator), providing a more
robust level of user authentication.

Session — A session refers to the time you are remotely connected to your host
computer.

Signature Protocol - Enables the monitoring and termination of unapproved
GoToMyPC connections at the network perimeter. Enabling this feature will include a
company identifier in GoToMyPC outbound poll requests, making it easier to identify
and, if desired, stop the use of any unauthorized GoToMyPC accounts not containing
the company identifier.

System Tray Icon - The system tray icon represents the status of the GoToMyPC
service on PCs and is used to access GoToMyPC preference and setting options. To
access system preferences, right click the system tray icon and select Preferences. The
system tray is located at the bottom right of Windows PCs next to the clock.
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Top-Level Status

5 00O —

Ffll GoToMyPC host PC is running and ready for use

GoToMyPC host PC requires authorization before
use may begin

&

GoToMyPC host PC is running but connection is
interrupted

24| GoToMyPC host PC is being accessed in a session

E8| GoToMyPC host PC has screen-blanking enabled
while in a session

Administrator - The top-level administrator is a plan administrator who has overriding
control of all administrative functions of your organization’s GoToMyPC account. There
is no limit to the number of top-level administrators that can be created.

Viewer - The Viewer is the window displayed on the client computer in which the host's
desktop will appear. The Viewer window has its own title and menu bars.

Windows Name - The Windows name can be used along with the computer nickname
to identify your computers.
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Tips for Success

Review helpful suggestions on how to use your GoToMyPC Administration center
effectively.

Be sure to keep your Administration Center user name and password secure.
Encourage users to create account passwords that differ from their computer
access codes.

Encourage users to maintain password security by regularly changing their
passwords and by not sharing their account with others.

If a user wants to grant others access to a computer, the Guest Invite feature
should be used. This feature is accessible from the system tray icon and provides
one-time access per invitation to a user’s computer. When granting access, a user
can determine whether to grant full privileges or view-only privileges.

If you are using GoToMyPC Corporate to help administer several computers,
make sure you register each computer with a different password and computer
access code. Do not share these passwords and computer access codes with
others.

For internal security, users running Windows XP Professional and Vista can log off
their computers and GoToMyPC Corporate will continue running. These users can
remotely unlock their workstations by using the Send Ctrl-Alt-Del menu command
from the GoToMyPC Corporate Tools menu. Users running Windows XP Home
can use a screensaver password to secure their computers while maintaining their
connections to the GoToMyPC Corporate servers.

Your users can add additional computers (up to the limit specified by your plan) to
their accounts without your assistance. If you want to restrict the number of
computers that users register, you will need to discuss this with them. We suggest
outlining your internal policies in your initial invitation email. If your company
account has reached its plan limit, however, users will be sent an automated email
informing them to contact you about adding additional computers to their
accounts.

Users can update their version of GoToMyPC Corporate by right-clicking the icon
in the system tray and clicking Check for Upgrade.

If you forget your Administration Center password, you can create a new one by
clicking Forgot your password? link on the log-In page. You will be sent an email
with a link directing you to a Web page for changing your password. Please note
that for your security, a new password cannot be sent to you by email.




GoToMyPC® Corporate Administrator Guide

Grouping Overview

Manage Groups enables you to organize users by department or job function, or by any
other category that best suits your needs.

The Manage Groups feature enables you to create three levels of groups: your account
(primary domain), groups and subgroups. You may have only one account, but you may
create an unlimited number of groups and subgroups. Users can belong to the account

or to either a group or subgroup. Each group may contain a maximum of 250 users.

' Since some features are not available on Mac hosts you may want to consider
‘, organizing your Mac users in a separate group.

Ma
Account (Primary Domain)
Grnup ......... P ...... reeeeeeaeees
';. .......... v "' ......... ,‘
Subgroup

Add Groups and Subgroups

Learn to add groups and subgroups to your Corporate account.
To add a group
1. Click the Manage Groups link in the left navigation bar.

In the Groups and Subgroups section you will see your company name and a
summary of the number of users and PCs enabled in your plan. Below this
section is the top-level domain (name of your company) and any groups you may
have created. At the bottom of the list of groups you will see the Add Group link. If
you have not created any groups, you will only see the Add Group link.

Click the Add Group Link.

In the Add Group field, enter the name for the group you wish to add and click
Add Group or press Enter. The group will be created and it can be seen on
Group Administration page.

w N
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Groups and Subgroups

ZWVX Company Summary: 4 users with 1 of 5 PCs enabled

ZWX Company (4 users |1 PC)

» Human Resources (0 users |0 PC)

} Sales (0 uzers |0 PCs)

Add Group

Open Groups | Cloze Groups

To add a subgroup
1. Click the Manage Groups link in the left navigation bar.

In the Groups and Subgroups section, you will see the top-level domain (hame of
your company) and, below that, any groups you may have created.

2. Click on the arrow to the left of the group to which you want to add the subgroup
and then click the Add Subgroup link.

3. Inthe Add Subgroup field, enter the name for the subgroup you wish to add and
click Add Subgroup or press Enter.

The subgroup will be created and it can be seen on the Group Administration
page.

Groups and Subgroups

VX Company Summary: 4 uzers with 1 of 5 PCs enabled

ZWVX Company (4 users | 1 PCY

b Human Resources (0 users | 0 PCs)

EISales (D users |0 PCs)

Eastern Division (0 uzers | 0 PCs)

Western Division (0 users | 0 PCs)

| Add Subgroup

Add Group

Cpen Groups | Cloge Groups
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Rename Groups and Subgroups

Learn to rename groups and subgroups here.
To rename a group or subgroup

1. Click the Manage Groups link in the left navigation bar.
2. For groups: Click the name of the group.

For subgroups: Click on the arrow to the left of the group to view its subgroups,
than click the name of the subgroup.

3. On the Group Administration page in the Name field, type in the new group name
and click Rename.

Hame:

Sales : Rename
Change Status:

Suspendlzers W : Change Status

Change Group or Subgroup Status

Learn to change your group or subgroup's status.
To change a group or subgroup status

1. Click the Manage Groups link in the left navigation menu.
2. For groups: Click the name of the group.

For subgroups: Click on the arrow to the left of the group to view its subgroups,
than click the name of the subgroup.

3. On the Group Administration page, in the Change Status drop-down combo box,
select the desired new status and click Change Status.

[akes | | Fename |

: Change Status: i e ]
| | SuspendUsers | Change Status |

10
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Note: If you choose Suspend Users, all users in the group or subgroup will be suspended, but the group
and subgroup users will remain in your company account. Choosing Unsuspend Users will return the
selected users to active status. If you choose Delete, the group, subgroup and all users in the group and
subgroup will be removed from your company account and you will have to re-create the group and/or re-
invite the users if you wish to add them again in the future. If you delete the group, you will receive a
confirmation; click Cancel to cancel the status change or Continue to complete the status change.

Configure Group and Subgroup Settings

Group settings enables you to set group and subgroup parameters for use of
GoToMyPC Corporate by members of the group or subgroup.

Group and subgroup settings that can be configured include:

Managers: Assign a group manager to manage the users in this group

PC Limit: Set the limit of computers a group or subgroup may enable.

Features: Enable specific GoToMyPC Corporate features for users.

Account Password: Set requirements for Web site passwords.

Host Access Code: Establish requirements for host access code.

Extended Authentication: Establish secondary authentication requirements.
Hours of Access: Determine hours when GoToMyPC Corporate may be used.
Host and Client Authorization: Set requirements for host and client computer pre-
authorization.

Note: Settings for Features, host and client Authorization and Authentication Method can also be set at
the user level. User-level settings override group and subgroup settings.

Managers

This section enables you to assign an existing Group Manager to a group or subgroup
of users.

To assign an existing Group Manager to a group or subgroup:
1. Click the Manage Groups link in the left navigation bar.
2. For groups: Click the name of the group.

For subgroups: Click on the arrow to the left of the group to view its subgroups,
then click the name of the subgroup.

3. On the Group Administration page in the Group Settings section, click the link for
Managers.

4. On the Managers page, select the Group Manager’s name.

5. Click Save Settings.

11
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PC Limit

This section enables top-level administrators to set the limit of hosts a group or
subgroup may enable. Setting a group PC Limit prohibits users within that group from
adding more Mac or PCs than the maximum set for the group.

To set the limit of host computers a group or subgroup may enable:
1. Click the Manage Groups link in the left navigation menu.
2. For groups: Click the name of the group.

For subgroups: Click the arrow to the left of the group to view its subgroups, then
click the name of the subgroup.

3. On the Group Administration page in the Group Settings section, click the PC
Limitlink.

4. On the PC Limit page, set the limit of host computers the group or subgroup may
enable.

5. Click Save Settings.

Note: Only top-level administrators can set the PC Limit for groups and subgroups. Group managers will
be able to view the PC Limit but will not be able to modify it. Leaving the PC Limit field blank allows users
within the group to add unlimited PCs up to the plan maximum.

Features

This section enables you to set group and subgroup access rights to various
GoToMyPC Corporate features. Feature-access options include: Maximum PCs per
User, Remember Me, Signature Protocol (if enabled by your Account Representative.
See configuration notes section on Signature Protocol), Viewer Security Time-Out (max
is 9,999 minutes; default is 15 minutes), Allow User to Reduce Maximum, Default Color
Quality, Sound, Remote Printing, Desktop Shortcut, File Transfer, Whiteboard, Guest
Invite, Chat, Shared Clipboard, Lock upon Disconnect, Screen Blanking,
Keyboard/Mouse Locking and Access Activity Log, and In Session Reboot (available
only on Shared Access accounts).

: Since some features are not available on Mac hosts you may want to consider
‘_,ﬁ organizing your Mac users in a separate group.

Ma

To configure feature-access rights for a group or subgroup:

12
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=

Click the Manage Groups link in the left navigation bar.
2. For groups: Click the name of the group.

For subgroups: Click on the arrow to the left of the group to view its subgroups,
then click the name of the subgroup.

3. On the Group Administration page in the Group Settings section, click the
Features link.

4. On the Features page, select or deselect the features you want to configure.

5. Click Save Settings.

Note: When creating new groups, the new groups will inherit the rights from the company (top-level
domain). Changing rights for a group will reset the rights for all group users. When creating new
subgroups, the new subgroups will inherit rights from the group. Changing rights for a subgroup will reset
the rights for all subgroup users. Moving the users of a subgroup to another group will reset the rights to
those of the new group.

Account Password
The account password section enables you to set parameters for Account Password

Expiration, Password Reuse and action to take upon Failed Account Password
Authentication.

; Password management is not available for Mac users.

Ma

To set account password requirements for a group or subgroup:

1. Click the Manage Groups link in the left navigation bar.
2. For groups: Click the name of the group.

For subgroups: Click on the arrow to the left of the group to view its subgroups,
then click the name of the subgroup.

3. On the Group Administration page in the Group Settings section, click the
Account Password link.

4. On the Account Password page, select or deselect the settings you want to
establish.

5. Click Save Settings.

Note: When creating new groups, the new groups will inherit the rights from the company (top-level
domain). Changing rights for a group will reset the rights for all group users. When creating new
subgroups, the new subgroups will inherit rights from the group. Changing rights for a subgroup will reset
the rights for all subgroup users. Moving the users of a subgroup to another group will reset the rights to
those of the new group.

13
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Host Access Code

This section enables you to set parameters for Access Code Expiration, Access Code
Reuse and action to take upon Failed Access Code Authentication.

i' Host access code management is not available for Mac users.

Ma

To set host access requirements for a group or subgroup

=

Click the Manage Groups link in the left navigation bar.
2. For groups: Click the name of the group.

For subgroups: Click on the arrow to the left of the group to view its subgroups,
then click the name of the subgroup.

3. On the Group Administration page in the Group Settings section, click the Host
Access link.

4. On the Host Access page, select or deselect the settings you want to configure.

5. Click Save Settings.

Note: When creating new groups, the new groups will inherit the rights from the company (top-level
domain). Changing rights for a group will reset the rights for all group users. When creating new
subgroups, the new subgroups will inherit rights from the group. Changing rights for a subgroup will reset
the rights for all subgroup users. Moving the users of a subgroup to another group will reset the rights to
those of the new group.

Extended Authentication

The authentication method section enables you to set requirements for use of One-Time
Passwords or RADIUS Integration.

Requiring use of One-Time Passwords will force users to generate a list of One-Time
Passwords and enter a One-Time Password after their access code each time they
connect to a host computer.

Use of RADIUS will require that your organization already have RADIUS security
system with RADIUS server support installed and operational. Requiring use of RADIUS
will also require configuration on users’ host PCs to ensure authentication between host
PC and RADIUS systems. Use of One-Time Passwords will force users to enter their
RADIUS PASSCODE (PIN and tokencode) after the host PC access code each time the
connect to a host PC.
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Note: RADIUS and One-Time Passwords is not available for PCs with the Shared
Access feature.

Note: RADIUS Integration is only available with the purchase of GoToMyPC Corporate Plus. GoToMyPC
Corporate officially supports RSA SecurlD as a third-party provider of an industry-recognized two-factor
authentication method. Other third-party providers may integrate but have not been tested.

recommend Mac computers remain separate from groups enabled with

‘; RADIUS and One-Time Passwords are not available on Mac hosts. We
Mé_ RADIUS and One-Time Passwords.

To set authentication method requirements for a group or subgroup
1. Click the Manage Groups link in the left navigation bar.
2. For groups: Click the name of the group.

For subgroups: Click on the arrow to the left of the group to view its subgroups,
then click the name of the subgroup.

3. On the Group Administration page in the Group Settings section, click the
Authentication Method link.

4. On the Authentication Method page, select or deselect the method you want to
require.

Note: To enable RADIUS from the host PC, select the check box to “Show RADIUS configuration in
GoToMyPC preferences.” Once the host PC has been configured, you can return to the Administration
Center and deselect this feature so users cannot change settings. Disabling RADIUS in the
Administration Center does not disable the feature at a user’s host PC. Users will still need to manually
disable RADIUS from their Preferences Menu Authentication tab.

5. Click Save Settings.

For more information on RADIUS integration see Configuring GoToMyPC Corporate
with RADIUS
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Hours of Access

With the hours of access settings, you can determine when your users are able to use
GoToMyPC Corporate to access their host PCs.

To set hours of access for a group or subgroup

1. Click the Manage Groups link in the left navigation bar.
2. For groups: Click the name of the group.

For subgroups: Click on the arrow to the left of the group to view its subgroups,
then click the name of the subgroup.

3. On the Group Administration page in the Group Settings section, click the Hours
of Access link.

4. On the Hours of Access page, configure the hours of access for users.

5. Click Save Settings.

Note: When creating new groups, the new groups will inherit the rights from the company (top-level
domain). Changing rights for a group will reset the rights for all group users. When creating new
subgroups, the new subgroups will inherit rights from the group. Changing rights for a subgroup will reset
the rights for all subgroup users. Moving the users of a subgroup to another group will reset the rights to
those of the new group.

Host and Client Authorization

Requiring host and client authorization will mean that your users will have to provide
you with computer-specific information for host computers and/or client computers
before they will be able to use GoToMyPC Corporate with those computers. Host and
client authorization is not available for PCs with the Shared Access feature.

To set host and client authorization requirements for a group or subgroup

1. Click the Manage Groups link in the left navigation bar.
2. For groups: Click the name of the group.

For subgroups: Click on the arrow to the left of the group to view its subgroups,
then click the name of the subgroup.

3. On the Group Administration page in the Group Settings section, click the Host
and Client PC Authorization link.

4. On the Host and Client PC Authorization page, use the check-box options to
select the PC (host and/or client) you want to require authorization.

5. Click Save Settings.
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To authorize a client computer and iOS or Android device

e Please see the Client Authorization section.

Note: If you are a GoToMyPC Corporate user, your administrator may require you to request
authorization for your client computer before you can use it to access your host PC. Authorization
requires you to send your client computer's MAC address and C: Drive serial number (or 11-digit
alphanumeric serial number for iOS and Android devices) to your administrator.

2-Step Verification

GoToMyPC users can set an additional layer of security based on a 2-step verification method. The 2-
step verification method is based on something you know (e.g., a password) and something you have
(e.g., a code sent via text message), providing a more robust level of user authentication.

To use the 2-step verification method, users are prompted to enter a code sent as a text message to their
mobile phone or a call made to their mobile phone after they enter their GoToMyPC account password.

How it works

After 2-step verification is applied to your account, the next time you log in to GoToMyPC, the first page
you see will be the 2-step verification page. Once you log in, a unique code is sent to your mobile phone
or a call is made to your mobile phone number with a audio recording of your code, and you will need to
enter the 6-digit code to get access to your computer.

GoloMyPC Access Your Mac*

2-Step Verification

The verincation phone call has been made to: "=~ 0079,
The coda will axpira in 10 minulas.

Enter your G-digit code

Don't ask for codes on this computer

Didnt receive the code?
Sand verication code by

'® Text message (SkS)
Phone call

Resand

Don'thayve vour phona?

If you don’t want to enter a code every time you log into GoToMyPC, you can select the “Don’t ask for
codes on this computer” checkbox.

Note: Remember that even if you trust a computer, it only works if the user uses the same browser to login after selecting the
checkbox.

Click Resend if you want the same code to be sent once more to your mobile phone.
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Set up 2-step verification for groups/ subgroups
Administrators can set up 2-step verification for their users as a group/subgroup.
1. Log in with your manager credentials.

Note: If you are a manager and have both a personal account and a company manager account,
select your manager account.

2. Choose Manage Groups from the left navigation and select the group or subgroup to which you
want to apply 2-step verification.

GOTOM)’PC" Access Yo

o Mo Manage Groups

[ [lamase G |

B Wanape Wasagers Create and Manage groups and sUSPIOURS 1or this account Ad
O Manage Users dicking fis name. Click he green aow to tisplay sudgroups of
¢ Uasape PCy

s AN Toview users of PCS in & group, cick the respective link next 14
* Uanepe WOL Servers 264 a group o the list below

* Active Cornections

@ Generate Repors Groeps and Subgroups

o Uanape Account

o T Suppont Summary: 1 usars wih 05Cs of 100PCs enabled
* LogOst
(Qusec| 2PCs)
PL; » o8t 0roup (0 ysers 100
%, A% Group

Sin Up Usery

3. Under the Group Settings tab, select Extended Authentication.

Group Settings

Listed below are the settings for this group. Cick each ink to modty
Some of the sefings below may net apply 10 Macs. Laan moes about Mac sucoodt

Features Maximum PCs Per User: Unimted
Viewer Security Time-Out: 9,555, Allow user to modify
Default Color Quality: True Color (Betier Appearance)
Enabled Features: Sound, Remember Me, Remote Printing, Deskiop Shortcuts | Flle
Transfer, Guests, Chat, Shared Cipboard, Drect Connections, Automatic Updates,
Viake-on-LAN
Disabled Features: Lock upen Disconmect, Screen Blanking, KeytoardMouse
Locking, Access Activity Log

Account Password Password Expiration: Hever
Remind Users: Never
Password Reuse: Alow previous passwords before expraton
Failed Authentication: Deny access for SM, Never lock VWeb Ste
Save Password on Mobile Devices: Dea't Alow

HostAccess Code Access Code Expiration: Never
Remind Users: Never
Access Code Reuse: Alow previous access codes
Falled Authentication: Deny access for SM; Never lock host

Extended 2-Step Verification: Forced
Authentication Access Code Required
One-Time Passwords: Optonal

Hours of Access Mon : 24 Hours
Tue @ 24 Hours
Wed : 24 Hours
Thu : 24 Hours
Fri 24 Hours
Sat 24 Hours
Sun ;24 Mours
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4. In the Extended Authentication page, choose the option to let users choose, force or disable 2-
step verification for the group/ subgroup. By selecting the Force option, users in a particular group/
subgroup will be forced to enroll in the 2-step verification method to use GoToMyPC, thus ensuring
that all accounts under the group/ subgroup is secure.

Extended Authentication for AB

Muodify the authentication method for this group.

Extended Authentication

Account Authentication
2-5tep Verification
@ Let users choose
i) Force
() Dizable
Learn more about 2-Step Verification

Let users "trust” their computers, Learn more.

Host Authentication

Host authentication requires users to enter their host computer access code. You can alzo reguire additional
authentication types.

@ One-Time Passwords
i@ Optional

(™) Required
Learn more about One-Time Passwords

[ Cancel ] [ Save Settings

5. Click Save Settings.
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Let users “trust” their computers

Administrators can either enable or disable the Let users “trust” their computers checkbox to users
in a group.

¢ When admins select the “Let users ‘trust’ their computers” check box, users in a group will
be able to see the “Don’t ask for codes on this computer” check box when they log in to
GoToMyPC.

Extended Authentication for AB

Modify the authentication method for this group

Extended Authentication

Account Authentication
2-Step Verification
Q' Let users choose
() Force
() Disable

Learn more about 2-Step Verification

2 Let users "trust” their computers. Learn more,

‘ié 2-Step Verification

Atext message with your code was sent tor ™" 4910
The code will expire in 10 minutes

Enter your 6-digit code
[ I

| Dontaskfor codes on this computer

Diant get the code? Besend

Dont have vour phone?

o When admins deselect the “Let users “trust” their computers” checkbox, users will not be
given the option to trust their computers when they log in to GoToMyPC.
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Extended Authentication for AB

Modify the authentication method for this group.

Extended Authentication

Account Authentication
2-Step Verification
©) Let users choose
() Force
() Disable
earn more about 2-Step Verification

&

2-Step Verification

Atext message with your code was sent to: 4910
The code will expire in 10 minutes.

Enter your 6-digit code
| ]

Verify !

Didn getthe code? Resend

Don't have vour phone?

When admins disable the 2-Step Verification feature option for the group, the “Let users
“trust” their computer option is grayed out.

Extended Authentication for AB

Madify the authentication method for this group.

Extended Authentication

Account Authentication
2-5tep Verification
i) Let users choose
i) Force
(@) Dizable
Learn more about 2-Step Verification

Let users "trust” their computers. Learn more.
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Manage Managers

The Manage Managers area of the Administration Center allows top-level administrators
to sign up new managers; view a managers groups and subgroups; assign a manager
groups and subgroups; suspend or delete a manager; and configure a manager’s
feature access rights.

The Manage Managers Page

The Manage Managers page gives you the ability to view user information for all your
manager accounts, change manager status, move managers between groups and
access a manager’s account.

To view the Manage Managers page

e Click the Manage Managers link in the left navigation bar

IYX Company Managers

Finel (* = wildcard):

In: Status: Group:
All W All W All -

search Managers

Hame & Email Groups Status
|:| [Invited Manadger] corpl @jedix.com Wigstern Division Inactive
Jazon carpi@jedix.com IN¥ Company Active
|:| Lazon W prodjedix com Eastern Division Active

Select All | Deselect Al

Change Status:

Change Status

Suspend b
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Manage Users page field definitions

Name: Name of the manager

Email: The registered email address for the manager’s account
Groups: A list of groups and subgroups assigned to the manager
Status: Shows the manager’s status

Manage Users page status field definitions

Active: The manager has completed the manager registration process

Inactive: You have invited the manager but the manager has not yet completed
the registration process to activate the account. You can re-invite or suspend the
manager at any time

Suspended: You have temporarily suspended a manager

Sign Up Managers

Learn to sign up new managers to a group here.

To sign up new managers

1.
2.
3

Click the Manage Managers link in the left navigation bar.

Click the Sign Up Managers link in the left navigation bar.

Enter the email addresses of the new managers you wish to invite.

If an invited manager is already signed up, you will be notified. The manager
cannot be signed up a second time.

In the Assignment section, select which groups to assign the manager to and click
Continue. If no groups have been created, select Group Manager. A manager
can be assigned or reassigned a group at anytime by clicking the Manage
Manager link in the left navigation menu.

Click Continue to confirm the email addresses.

Manager Email Addresses:
[Separate multiple addresses with semicolons, commas, spaces or line breaks)

Assignment:

O ZVX Company Manager
(Has full top-level administrative access )

O Group Manager

I:l Human Resources

I:l Sales
I:l Eastern Divizion

I:l wWestern Division
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6. In the Subject: field, you can modify the default Set Up GoToMyPC Corporate

Manager Account subject.
7. Add an optional personalized message to the invitation email. You may want to
include the following useful information:
¢ If the manager can invite users and, if so, how many.
e Which groups he/she has been assigned or if he/she should create more
groups.
8. Select Most recently sent message link to use the last personalized message
sent.

Email Message

To: Your Confirmed Managers
From: Manager = Manager-corpi@jedix.com:=

Subject: |Set Up GaTaoMyPC Corporate Manager Account

Personalized Message:

Most recently zent message

9. Click Preview to view the invitation email before sending.
10. After personalizing your message, click Notify Managers.
11. You will see a message confirming that you have successfully invited managers to

sign up.

Note: It is not possible to change the status of an end-user to that of a manager, or to change the status
of a top-level administrator to that of a manager. Managers must be invited through the Sign Up
Managers page. There is no limit to the number of managers that can be invited. Once a manager is
signed up, he/she can create groups and subgroups and invite users, provided that this feature has not
been disabled by a top-level administrator. Top-level administrators can also create other top-level
administrators by selecting the top-level administrative access option at the bottom of the Sign Up
Managers page. Undeliverable emails will be directed to the top-level administrator who sent the
invitation.
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View a Manager's Account

Viewing an individual manager’s account record will enable you to view and change the
manager’s status, assign/reassign the manager’s groups and subgroups and view and
change the manager’s administrative settings.

Change Status

Change Status:
Suspend bt

Change Status

Group As=signment
[]sales

Eastern Division

[]wiestern Divizion

[ oave settings

Administrative Control

User Status Enabled: Sign Up Users, Change Status of Users

Features Enabled: Maximum PCzs Per User, Remember Me, Yiewer Security Time-Cut, Remote
Printing, Desktop Shortcutz, File Tranzsfer, Guests, Chat, Shared Cliphoard, Lock upaon

To view a Manager’s account record

1. Click the Manage Managers link in the left navigation bar.

2. Select the Manager to view or search for a user by using the search feature:
a. Type the information to search for in the Find field.
b. Select where to search in the In field.
c. Select which status state to search in the Status field.
d. Select the group to search in the Group field.
e. Click Search Managers.

3. Click the manager’s name. The Manager Administration page will be displayed.
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Change a Manager's Account Status

Learn to change the account status of a manager here.
To change the status of a manager’s account:

1. Click the Manage Managers link in the left navigation bar.

2. Using the search or pagination options, search for and find the manager whose
status you wish to modify.

3. To the left of the manager’'s name field, select the check box for each manager
you wish to modify.

4. In the Change Status: drop-down menu, select the desired status and click
Change Status.

Name  Email Groups Status
|:| [(Ireited Managet] corpl i@jedix com Western Divigion Inactive
Jazon corpi@jedix.com IYR Company Active
Hazon pro@@jedi: com Eastern Divizion Active

Select &ll | Deselect All

Change Status:

Sugpent w Change Status

Manage Managers page field definitions

Name: Name of the manager

Email: The registered email address for the manager’s account
Groups: The manager’s assigned groups

Status: Shows the status of the manager’s account

Manage Mangers page status field definitions

e Active: The manager has activated the account

¢ Inactive: You have invited the manager but the manager has not activated the
account. You can re-invite or suspend the manager at any time

e Suspended: You have temporarily suspended a manager’s account
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Note: Suspending an account is convenient because you do not need to re-invite the
manager to reactivate their account and the manager does not need to register again.
Choosing Unsuspend Managers will return the selected Manager to active status. If you
choose Delete, the selected manager will be removed from your company account and
you will need to re-invite the manager if you wish to add the manager again in the
future. All active managers will receive an email when you suspend, unsuspend or
delete their accounts.

To assign or reassign a manager’s group(s):
1. Click the Manage Managers link in the left navigation bar.

2. Select a manager to view or search for a manager by using the Search Managers
feature:

a. Enter the information you wish to search for in the Find field.
b. Select where to search in the In field.
c. Select which status state to search in the Status field.
d. Select the Group to search in the Group field.
e. Click Search Managers.
3. Click the manager’s name.

4. On the Group Assignment page select the group or subgroup that you want to
assign.

5. Click Save Settings.

Note: Assigning a group is not the same as assigning all the subgroups in a group. A group assignment
will assign that manager to any subgroups subsequently created under that parent group. It is not
possible to limit group assignments for a top-level administrator unless you delete the top-level
administrator and invite him/her as a group manager.
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Group Manager Settings

Manager settings enable top-level administrators to establish parameters for the
management of GoToMyPC by group managers.

Manager settings that can be configured include:

User Status: The ability to sign up users and change user status.

Features: The ability to enable specific GoToMyPC Corporate features for
assigned groups and users.

Account Password: The ability to set requirements for Web site passwords.
Host Access: The ability to set requirements for host PC Access Code.

Hours of Access: The ability to set hours when GoToMyPC Corporate may be
used.

Shared Access: The ability to define access rights for users who share host PC
management rights.

Host and Client PC Authorization: The ability to set requirements for host PC
and client PC pre-authorization.

Authentication Method: The ability to establish secondary authentication
requirements.

To configure feature-access rights for a manager

1.
2.

B w

6.

Click the Manage Managers link in the left navigation bar.
Select a manager to view or search for a manager by using the search feature:

Enter the information you wish to search for in the Find field.
Select where to search in the In field.

Select which status state to search in the Status field.
Select the Group to search in the Group field.

Click Search Managers.

P20 o

Click the manager’s name.

On the Manager Administration page in the Administrative Control section, click
Features.

On the Features page, select or deselect the features you want to configure. A
checked box indicates that a manager has the ability to configure feature-access
rights for his/her group(s) and/or subgroup(s).

Click Save Settings.

User Status, Account Password, Host Access, Hours of Access, Shared Access, Host
and Client PC Authorization and Authentication Method can all be configured under the
Administrative Control section.

Note: Group manager access features that have been disabled by a top-level administrator will appear grayed out to the group
manager. It is not possible to limit group assignments for a top-level administrator unless you delete the top-level administrator and
invite him/her as a group manager.
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Manage Users

The Manage Users area of the Administration Center allows you to sign up new users;
view a user’s account status and the number of enabled computers; suspend or delete
a user’s account; and access a user’s account record.

Manage Users Page

The Manage Users page gives you the ability to view user information for all your user
accounts, change user status, move users between groups and access a user’'s

account.
To view the Manage Users page

e Click the Manage Users link in the left navigation bar.

ZYX Company Users

Find (* = wildcard):

In: Status: Group:
All w All A All b

Search Users

Name « Email PCs Status
] (rvited User) Hicwigd Jedix .com 1] Invited
|:| Jason Jazon-Pro@Jedix.com i Active
] (Invited User) Pro@uedix:.com 0 Invitect

Select All | Deselect Al

Change Status:
Suspend w [ Change Status ]
Move Users To:
[ Move Users ]

INH Company b
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Manage Users page field definitions

Name: Name of the user

Email: The registered email address for the user’s account
PCs: Number of PCs that user has enabled

Status: Shows the status of the user’s account

Manage Users page status field definitions

e Active: The user has activated the account and is enabled to use GoToMyPC. An
active status does not necessarily indicate that the software is installed on the
user’s computer

e Invited: You have invited the user to use GoToMyPC Corporate but the user has
not activated the account. You can re-invite or suspend the user at any time

e Suspended: You have temporarily suspended a user’s account

e Locked: The user needs to have a computer authorized or their account unlocked
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Sign Up Users

Learn to sign up users here.

To sign up new users

1.
2.
3

o g

Click the Manage Users link in the left navigation bar.

Click the Sign Up Users link in the left navigation bar.

Enter the email addresses of the new users to invite (include your email address if
you want a user account).

Enter up to 250 email addresses, subject to the maximum number of computers
included in your company’s plan. If an invited user is already signed up, you will
be notified. The user will not be signed up a second time.

In the Add Users To drop-down menu, select the group to which you want to add
the users and click Continue.

Click Continue to confirm the email addresses.

In the Subject: field, you can modify the default subject line: Set Up GoToMyPC
Corporate.

Add a personalized message to the invitation email. You may want to include the
following useful user information:

Any organizational policies for users to observe, maximum number and type of
PCs to register (e.g., 2 company PCs), etc.

Select the Most recently sent message checkbox to use the last personalized
message sent.

Email Message

9.

To: Your Confirmed Managers
From: Manager = Manager-corpi@jedix coms=

Subject: |Set Up GoTakdyPC Corpoarste

Perzonalized Message:

Most recently sert message

Check Send confirmation to: checkbox if you would like to receive a copy of the
invitation email. If you would like the copy to go to a different email address, enter
that address instead.
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10. Click Preview to preview the invitation email before sending.
11. After personalizing your message, click Notify Users.
12. You will see a message confirming that you have successfully invited users to sign

up.

Send confirmation to: |admin@cumpany cam |

[F'review] [ Motify Users ]

Note: The number of computers you can assign to users is based on your company’s plan. If you exceed
the number of computers in the plan, you will be notified when attempting to sign up additional new users.
If users try to add a computer but your company has already reached the plan’s limit, users will see a
message directing them to contact you about adding additional computers. Undeliverable emails will be
directed to the top-level administrator or group manager who sent the invitation.

Administrator Announcements

Top-level administrators can broadcast a customized announcement that users will see
when they log in to their accounts. Administrators may also select the frequency with
which the announcement is broadcasted.

To create or edit a broadcast announcement

Log in to the Administration Center.

Click the Manage Users link in the left navigation menu.

Click the Announcement link.

On the Announcement page, create or edit your message in the Announcement
Text box.

Select the frequency that the announcement will appear.

Click Save Changes.

rwn R

oo

To turn off a broadcast announcement

1. On the Announcement page, click the drop-down menu under Appears and
select Never.
2. Click Save Changes.
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Create/Edit Announcement

Announcement Text:

Appears:

mave Changes

Using the Host Installer

The Host Installer is a tool that can be used by your IT Administrator to save time
managing GoToMyPC Corporate installations on networked PCs.

When used in conjunction with a simple login script or a software management product
such as Microsoft System Management Server (SMS), this tool can be used to silently
install, upgrade, downgrade or remove GoToMyPC Corporate. After new installations,
your users must register their PCs before they can log in to their accounts and begin
using GoToMyPC Corporate. No further registration is required when upgrading to the
latest version of GoToMyPC Corporate.

‘; The Host Installer feature is not available for Mac computers.

Ma

Install: Using the Host Installer along with a software management product, you
can quickly and silently install the application on your networked users’ PCs.
After installation, your users must register their PCs before they can log in to
their accounts and begin using GoToMyPC Corporate.

Recommended order of operations for a new installation

1. Invite Users through the GoToMyPC Administration Center interface. Be sure to
paste the following Host Installer user instructions in the invitation email:

a. Click the link in this email to create a GoToMyPC Corporate account
password.

33



GoToMyPC® Corporate Administrator Guide

b. Once you have created your account password, do NOT click the Install
GoToMyPC button. GoToMyPC Corporate will be installed for you by the IT
department.

c. Once the installation is complete, you will be prompted to enter your email
address and account password as well as create a computer nickname and
access code.

d. Once you have completed these steps, your PC will be available for remote
access.

2. Run the Host Installer using the instructions below. Once the installation is
complete, users will be prompted to enter their email addresses and account
passwords before being prompted to create a computer nickname and access
code.

Upgrade: You can also use the Host Installer to quickly upgrade the application on
your users’ PCs without requiring them to stop working. If a user is remotely connected
when you perform the upgrade, the user will be disconnected from the current
GoToMyPC Corporate session and will see a system message with a prompt to log in
again.

Note: Please contact your LogMeln Online Account Manager to have the upgrade notices disabled for
your end users. If you prefer that your users not attempt an upgrade, set the PC Limit for that group or
user to 0. This will cause the Install GoToMyPC button to become disabled.

Downgrade: Networked users on version 7.0 can be downgraded to the 6.1 version of
GoToMyPC Corporate the same way as an Install/Upgrade. Simply substitute the 6.1
version of goSetup.exe.

Note: Downgrades below 6.1 will require re-registration of the host. Due to compatibility issues we
recommend you do not downgrade Vista PCs to 6.0 or lower.

Remove: Using the Host Installer, you can quickly remove the application from your
users’ PCs without requiring them to stop working. If a user is remotely connected when
you perform the removal, the user will see a system message.
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P To execute the Host Installer on a single host PC

1. Click www.gotomypc.com/managers/hostinstaller.tmpl to download the Host
Installer for your version of GoToMyPC Corporate. Contact your Account Manager
to change the GoToMyPC version.

GOTOMyPC Access Your Mac”or PC from Anywhere

Host Installer Options

The HostInstaller Is a tool that can be used by your IT Administrator to save time managing GoToMyPC
Corporate installations on networked PCs. When used in conjunction with a simple login script or a

Manage PCs software management product such as Microsoft System Management Server (SMS), this tool can be used
»  Active Connections to silently install. upgrade. downgrade of remove GoToMyPC Corporate

After new installations, your users must register their PCs before they can log in to their accounts and begin
Manage Account using GoToMyPC Corporate. No further registration is required when upgrading to the latest GoToMyPC
Corporate version

The Host Installer feature is not available for Mac computers

2 Read Me (PDF, 6.8kb)

B3 pownload Version 7.2 Host instalier (EXE, 11603kb)

Download Version 7.0 Host Instalier (EXE, 6887kb)

Dowmnload Version 6.1 Host Installer (EXE, 3811kb)
The above versions are not supported on PCs running Windows 9.x or NT 4 x operating systems. Upgrade
10 a newer opérating system or use the Version 5.0 Host Installer.

Download Version 5.0 Host Installer (EXE, 3093kb)

Note: If you are not already logged in to your GoToMyPC Corporate Administration Center, you will need
to log in after clicking the Host Installer link above.

2. Open a Command Prompt window.
3. Execute the Host Installer by entering its name followed by the parameters on the
command line.

Silent Install/Upgrade: goSetup.exe /gn
Silent Downgrade to version 7.2: goSetup.exe /gn
Silent Remove: goSetup.exe /gqn —silentRemove

For example, N:\ goSetup.exe /gn where N: refers to a network mapped drive.

Note: The install script knows whether it is performing a new install versus an upgrade. Therefore, if
GoToMyPC Corporate is already installed on the PC, then running it again with the silent parameters will
perform an upgrade. The silent modes are additional functionality built into the installer.

Note: If the Host Installer is executed without the command line parameters, then the user will see the
InstallShield dialog windows and be prompted for some information.
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Although you do not need to have a GoToMyPC Corporate user account to function as
your company’s GoToMyPC Corporate top-level administrator or group manager, you

can get your own user account by selecting Sign Up Users and adding yourself.

View a User's Account

Viewing an individual user’s account record will enable you to change the user’s status,

move the user between groups, view detailed information about the user’s PCs and

delete the user’s PCs.

To view a user’s account record

1. Click the Manage Users link in the left navigation bar.

2. Select the user to view or search for a user by using the search feature:

a. Type the information to search by in the Find field.

b. Select where to search with the In field.

c. Select which status state to search in the Status field.
d. Select the group to search in the Group field.

e. Click Search Users.

3. Click the user’s name. The User Administration page will appear.

Change Status

Change Status:
Suzpend v

Move User To:

IR Comprany v

User Settings

Change Status

Move User

Listed helow are the seftings for this user. Click each link to modify.

Features

Extended
Authentication

Host and Client PC
Authorization

Maximum PCs Per User: Unlimited

Viewer Security Time-Out: 33330, Allowe user to modify

Default Color Quality: True Color (Better Appearance)

Enabled Features: Sound, Remember e, Remote Printing, Desktop Shortcuts, File
Transfer, Guests, Chat, Shared Clipboard

Disabled Features: Lock upon Disconnect, Screen Blanking, KeyboardMouse
Locking, Access Activity Log

Access Code Required
One-Time Passwords: Optional

Host PC Authorization: Mot required
Client PC Authorization: Mot required
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Unlock a User's Account

Your user’s account will lock if you have set requirements for account password failure
lock out.

To unlock a user’s account

1.
2.
3

4.

Click the Manage Users link in the left navigation bar.

Select the user to view or search for a user by using the search feature.

To the left of the user’'s name for the user you want to unlock, select the check box
for the user’s name.

In the Change Status drop-down menu, select unlock and click the Change
Status button.

Change a User's Account Status

Learn to change a user's account status here.

To change the status of a user’s account

1.
2.

3.

5.

6.

Click the Manage Users link in the left navigation bar.

Using the search or pagination options, search for and find the users whose status
you wish to modify.

To the left of the user’'s name field, select the check box for each user you wish
to modify.

In the Change Status: drop-down menu, select the desired status and click
Change Status.

Hame 4 Email PCs Status

=

(] Jason Jason-Pragledix com Active

Select Al | Deselect Al

Change Status:
Suzpend A

[ Change Status ]

Mowve Users To:

IYX Company w I Move Users I

Check "Send email notification to suspended user" if you would like to notify the
user of the status change.
Click Continue.
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Confirm Suspension of Users
To suspend all users displayed below, click Continue.

Suspend these users from this account:

Jason-Pro@jedic. com

| Send email notification to suspended users.

Cancel | | Continue

Note: If you choose Suspend Users, the selected users will be suspended, but the users will remain in
your company account. Suspending a user’s account temporarily denies access to GoToMyPC Corporate
(e.g., if an employee takes a leave of absence). Suspending an account does not open another available
computer within your plan. Suspending an account is convenient because you do not need to re-establish
the user’s account to reactivate it and the user does not need to reinstall the software or register again.
Choosing Unsuspend Users will return the selected users to active status. If you choose Delete, all
selected users will be removed from your company account and you will need to re-invite the user if you
wish to add the user again in the future. All active users will receive an email when you suspend,
unsuspend or delete their accounts.

Move a User to a New Group or Subgroup

Learn to move a user to a new group or subgroup.
To move a user to a new group or subgroup

1. Click the Manage Users link in the left navigation bar.

2. Using the search or pagination options, search for and find the users you wish to
move.

3. To the left of the user’s name field, select the check box for each user you wish
to move.

4. In the Move User To drop-down menu, select the group or subgroup to which you
want to move the user and click Move Users.

Name A Email PCs Status

[w] Jason Jason-ProgdJedic com i Active

Select All | Deselect All

Change Status:
Suspend v

[ Change Status ]

Move Users To:
Sales w Move Users
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Configure a User's Settings

User settings enable you to establish parameters for use of GoToMyPC Corporate by
an individual user.

Group and subgroup settings that can be configured include:

e Features: Enable specific GoToMyPC Corporate features for the user.

e Extended Authentication: Establish secondary authentication requirements.

e Shared Access: Define access rights for users who share host PC management
rights by requiring specific access codes for each user.

e Host and Client PC Authorization: Set requirements for host PC and client PC pre-
authorization.

Note: Changes to an individual user’s feature-access rights will override group and subgroup settings.
Moving a user to a new group or subgroup will reset the user’s feature-access rights to those of the new
group or subgroup. Inviting a new user to a group or subgroup will cause that user to inherit the feature-
access rights of the group or subgroup. Features that have been disabled will no longer be visible to the
user. Changes that occur while a user is in a GoToMyPC Corporate session will take affect after
completion of the active session. Changes will be communicated to the user via a message on the My
Computers page upon next log in.

Features

The Features settings enable you to set user-access rights to various GoToMyPC

Corporate features. Feature-access options include: Maximum PCs per User,

Remember Me, Signature Protocol, Viewer Security Time-Out (max is 9,999 minutes;

default is 15 minutes), Allow User to Reduce Maximum, Default Color, Sound, Remote

Printing, Desktop Shortcuts, File Transfer, Whiteboard, Guests, Chat, Shared Clipboard,

Lock upon Disconnect, Screen Blanking, Keyboard/Mouse Locking, Access Activity Log
and In-Session Reboot (available only with Shared Access accounts).

Ma Since some features are not available on Mac hosts you may want to consider
organizing your Mac users in a separate group.
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To configure feature-access rights for a user

1. Click the Manage Users link in the left navigation bar.
2. Select the user to view or search for a user by using the search feature:
a. Enter the information to search in the Find field.
b. Select where to search in the In field.
c. Select which status state to search in the Status field.
d. Select the Group to search in the Group field.
e. Click Search Users.
Click the user’s name.
On the User Administration page in the User Settings section, click the Features
link.
5. On the Features page, select or deselect the features you want to configure.
6. Click Save Settings.

W
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Extended Authentication

The authentication method section enables you to set requirements for use of One-Time
Passwords or RADIUS Integration.

Requiring use of One-Time Passwords will force users to generate a list of One-Time
Passwords and enter a One-Time Password after their access codes each time they
connect to a host PC. Use of RADIUS will also force users to enter their RADIUS
PASSCODE (PIN and tokencode) after the host PC access codes each time they
connect to a host PC.

' Since RADIUS and One-Time Passwords are not available on Mac hosts you
‘_,‘ may want to consider organizing your Mac users in a separate group.

Ma

To set authentication method requirements for a user

Click the Manage Users link in the left navigation bar.

Select the user to view or search for a user by using the search feature.

Click the user’s name.

On the User Administration page in the Group Settings section, click the
Extended Authentication link.

On the Extended Authentication page, select or deselect the method you want to
require.

hrwpbE

o

Note: RADIUS Configuration is a group setting. Go to Group Administration for setup.
6. Click Save Settings.

Note: For more information on RADIUS and how to configure a host PC for RADIUS, please see the
Authentication Method subsection of the Manage Groups section.

Shared Access

The Shared Access feature enables administrators to give multiple end users access to
a single host PC. Each end user accesses the host PC with a unique username,
password and access code for greater security and reporting.

If enabled on your account, this feature can be managed from the Manage Users and
Manage PCs sections of the Administration Center. For more information please see
Shared Access on a Single Host PC.

‘; The Shared Access feature is not available on Mac hosts.

Ma
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Host and Client PC Authorization

Requiring host and client authorization means that your users will have to provide you
with computer-specific information for host PCs and/or client computers before they will
be able to use GoToMyPC Corporate with those computers.

' The Host and Client PC Authorization feature is not available for Mac
‘_,_ computers. We recommend Mac computers remain separate from groups
Ma enabled with Host and Client PC Authorization.

To set Host and Client authorization requirements for a user

Click the Manage Users link in the left navigation bar.

Select the user to view or search for a user by using the search feature.

Click the user’s name.

On the User Administration page in the User Settings section, click the link for
Host and Client PC Authorization.

On the Host and Client PC Authorization page, use the check-box options to
select the PC (host and/or client) you want to require authorization.

6. Click Save Settings.

hrwpbE

o

Note: If you are a GoToMyPC Corporate user, your administrator may require you to request
authorization for your client computer before you can use it to access your host PC. Authorization
requires you to send your client computer's MAC address and C: Drive serial number (or 11-digit
alphanumeric serial number for iOS and Android devices) to your administrator.

To authorize a client computer and iOS or Android device

e Please see the Client Authorization section.

User Management Tool

Overview

The GoToMyPC User Management Tool will enable provisioning user accounts for users within a Corp
account from Active Directory.

By using the User Management Tool, corporate account users can sync user accounts from Active
directory to GoToMyPC, conduct a one-time configuration process, provision and update user information
via rules and schedule the syncing process.
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System Requirements
Supported Operating Systems

Windows Server 2012 R2
Windows Server 2012
Windows Server 2008 R2
Windows Server 2008
Windows 8

Windows 7

General Requirements

e .Net Framework 4.5
e Minimum monitor resolution of 1024 x 768

GoToMyPC Requirements

e Company Manager on a GoToMyPC Corporate account
e The User Management Tool enabled at company feature level on Internal Admin

Active Directory Requirements

e An admin or service account with full read permission to the domain to run the User Management
Tool

Install

For corporate account managers to use the User Management Tool on GoToMyPC, it must be enabled
as a “company feature” in Internal Admin.

Feature Level : Corporate 7.2
Signature Protocol disabled
Wake-on-LAN enabled
RADIUS disabled
Shared Access enabled
2-Step Verification enabled
| User Management Tool enabled |

Use As Order Source : No

Hidden : No

Optional Features :

To install the User Management Tool application, you must:

1. Log in to your GoToMyPC account and click on Manage Groups in the left-navigation.
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l.og on: GoToMyPC User A

GoloMyPC

User Management Tool

Username
rbk-umtmgr@jedix.com

Password

2. Under the Features tab, click on the Download User Management Tool link based on your
computer’s configuration.

3. Run the installer and follow the prompts to complete installing the User Management Tool.

4. Once downloaded, a shortcut to the application will be placed on your desktop and in the Start
menu on your Windows computer.

Setup

To setup the User Management Tool, corporate managers must first setup a Company Manager login
and then, setup the administrator’s login.

1. Setup Corporate Manager Login

a. To setup a manager login, you must double-click on the application to be directed to the
GoToMyPC log in-page. Corporate managers will need to use their credentials here to login.

o Note: Please remember that the Corporate Manager account you are entering here must be
the same one that will be used to provision users.
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Choose a company...
UMT_EP ¥

UMT_WBU

b. From the drop-down, please select the desired company you want to sync users with. This is
applicable if users belong to multiple companies.

2. Setup Administrator Login

After logging into the correct GoToMyPC corporate manager account with administrative
credentials, you will need to proceed to the Active Directory domain log in screen. Here you will
need to enter the domain and the credentials of a user with full read permissions to allow the User
Management Tool to read necessary properties from Active Directory.

If you are running this tool on a machine already on the domain and logged in with a user account
with all the necessary permissions, you can the leave the fields blank and click Connect to
connect the user the local domain and user.

" GoToMyPC

Conrect to Domain

Daman: gipumt.negt

| UserName:  Administralor

Password: esssssasss

| Connect | Cancel |

45



GoToMyPC® Corporate Administrator Guide

3. View Dashboard

Upon logging in successfully, you will be navigated to the Dashboard page. This page displays
quick links to see your existing rules and create new user rules.

In the middle of the page, you can see the description of the GoToMyPC account and user as well
as the domain and the current user details.

GoloMyPC S

L= o

Get Started

Select OUs to sync Employee
accounts with GoToMyPC

Status
GoTeAMyPC Active Ditestory
Scbdaman: ¢il.g2pleiLexperncity com Demaire gtpumt.net
Uzer rbk-umtmgr@jediccom Usen sdministrator

Add Rules for Users

The User Management Tool provisions users to GoToMyPC through the creation of rules which
correspond to Active Directory OUs (Organizational Units) and security groups. Once rules are created
they can be run once or set to run on a schedule keeping GoToMyPC users in sync with changes in
Active Directory.

1. Creating User Provisioning Rules

When you want to create a rule that will provision user accounts in GoToMyPC to navigate to the Users
tab. The left hand panel will display your Active Directory forest where administrators can browse to find
the correct user group. When a valid user group is selected administrators will see users displayed in the
right hand panel.

Once the desired Active Directory user group is selected click Add Rule in the bottom left hand corner.
The Edit Users Rule options will appear where you can determine how you would like these users created
in GoToMyPC.
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=
GoloMyPC
Active Directory Users
4 = gtpumtoet Nome Email
B Sharath-GTP rbk-1ge2 rbk-1.9r2 @ edxcom A
& Computers k1092 |ibk-10.92@jedicom
B omain Controliers thk 11 g2 k- 11.92Q edixcom
g X = < tbk-12 gr2 tbk-12.9r2 Djedincom
bbb s o k13 g |rbk-139r2 Djedincom
8 Gopineth-GT? kg2 |rok-14grRDjedoccom
i Menaged Senvice Accounts | | Thii5 g2 |rbk-15.0r2@jedicom
v [ Program Data rbk-16 gr2 rbk-16ar2@jedoccom
R sbk-17 gr2 rtk-17.9r2@ jediccom
. @ System k1892 |ibk-12.ar2Qjedincom o
- Users k0 g2 |k 1992 Qjedincom

rbk-2 grd rbk-2 g2 Qjedxcom
rbk-20 gr2 rbk-209r2Qjedincom
rbk-29 gr2 rbk-219r2@jedincom
rbk-3 gr2 k-3 gr2@jedaxcom
rbk-4 gr2 rek-4.gr2@jedaccom
rbk-5 gr? rbk-5.gr2@jedaxcom
rbk-6 gr2 rbk-8gr2@jedxom =
rbk-7 gr2 k-7 gr2@jedacom
rbk-& gr2 rok-8.gr2@jedxcom
1bk-9 gr2 rek-2.gr2@jedacom
rhiegrl 1 test |rbicgrl_1test@jediccom
bkl 10 test | ibk-grl_10.testSjedcom
rbk-gr] 11 test |skk-ar 11.test@jeddix com
rhk-grl 13 test |ebk-gr1 13 test@jeciccom
rhk-grr]_14 test | rbk-grt 14 test®jedix com
rbk-gr1_13 test |rbk-gri_15 test@jediccom

Lde a1 Users

Add & User-Syncing Rule for the selected AD obyect.

2. Edit User Rules Options

To edit a Rule, navigate to the Rules tab. After choosing to run a rule on a specific Active Directory user
group you must choose settings for how that rule will run. The Edit Users Rule window will appear
allowing you to choose the appropriate settings for this rule.

Edit Users Rule 9

[V Update GoToMyPC employee information based on the selected AD object  Update GoToMyPC Employee - Selact this
(will disable user if disabled in AD) setting to use values from Actve Directory for a
user’s company, last name, and email adcress,

[ Create GoToMyPC employees based on the selected AD object Create GoToMyPC Employee : Specéy settings
including user permissions, for the user accounts
created by this rule The question *How will your
employees log in?” indicates how the user will
typically suthenticate with GoTolMyPC, When zet to
"GoToMyPC”, the user will be gramted permission
to change their passward in GoToMyPC and they
will need ta actrvate their account before first login
When sat 10 “integrated”, the user will not be
granted permission to change their password n
GoToMyPC and ther account will be automatically
confirmed. The Storage Zone setting will set the
initial 2one the usar's account will be in. Select
“Notify Employees with email® to send an email to
the user indicating that they were added to
GoToMyPC. The shared address book refers to the
adcress book in GoToMyFC,
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You must remember that by clicking Close on this screen will close the editing with current settings and
does not cancel the creation of the rule. If you have created the rule in error it will need to be deleted from
the rules tab.

3. Schedule Rules

Sets of rules can be set to run as a scheduled activity through integration with Windows Scheduler. This
is the most common configuration of the User Management Tool as it allows centralized user
management for IT in active directory where most user management is performed by IT. This way if a
user changes job roles, changes email or personal information, or is deactivated in AD a corresponding
action will be performed in GoToMyPC automatically.

Go to the Rules tab and click Schedule in the right navigation to create a scheduled task with Windows
Scheduler. Scheduled tasks can be run weekly, daily, continuously, once, or on a manually configured
schedule. You can also configure the start date and time for the schedule task to initiate. Schedule tasks
are created to only use rules which are currently active with the current user settings configured for each
rule.

1] GoToMyBC User Management Tool | - | & [
Rules [ Refresh Needed ) Actions
Fi RBKOU - Syne Users ™~ " Hame Type Aeticn Relresh
Schedule
Save Job
® Create 3 new Job
Name SyncUses
Schedule: [ W;eu,' V':
e e " N firrwe ondheet v by =
art OUn < 1 ! M v
Save Carcel
Ecit Dalete Dalete )| No Users! Groups No Acviors

Settings

Click on the Gear icon in the upper right-hand corner of the User Management Tool to display the
Settings section.

The User Management Tool has two sets of options which can be set on the tool. They are:

¢ A set of Global Options which will apply to across all User Management Tool installations for your
account
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e A set of Local Options specific to the current installation

GoloMyPC

These cptions will gepy ooress oY UMT insolictions for yow GoTaMIPC scround

vl Automatically disable users not part of domain Rules.
When selected, any users Inked 2o AD who are not part of the current Rudes wil be dsabled in GoToMyPC, except for the master admin account.

What should UMY do if an error occurs p! ing a Rule in a scheduled job?
'8! abort the entire scheduled job
UMT weill a50ct the entire job if a single Rule fals.

) Continue the scheduled job
UMT weill mark the Rfe as failed & attempl £ continue processing cther Rules. Subdegquent Rudes targeting the saswe AD Group or OU will e tkipped & marked as faded.

Local Options

Theie cptiont mil only S 10 e UMT ingdallng ont A machine

7] Log details of rules processing & AP calls,
When selected, UMT will inchude additions! detais about the uzers & groups gererated durng rules processing

(7] Enable detalled logging of Active Directory operations
Whan selectedd, UMT will generate a log file containing details of Active Directory Operations, inchuding 1D's and other properties of OU's, Groups, & Users.
The usemame & password you used 13 log = %0 AD will not be logged

AD Disgnowti log  CAProgramDesa Citrid\GoT oy o Mensgamant Toohime AD Disgnesselog

Launch the GeTaMyPCE Praxy Canfiguration Tool in a sew
Configure Praxy window, This will requre adminstrative sccess.

£ This will export settings configured with the GeTaMyPCE Praxy Configuration Tool for use with any
Doy Set UMT Scheduled Jobs that use the /imporgraxy command-line cption

Close

Help and Information

For more help and information, administrators can click on the Question Mark icon in the top right hand
corner of the User Management Tool. A pop up help window will appear providing contact information for
the GoToMyPC support team as well as web resources for more information.

Additionally this page will indicate the User Management Tool version and legal information as well as
provide links to the logs, data folder, and its install location.

User gt o e e ———

Clote
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Manage PCs

The Manage PCs function of the Administration Center enables you to view individual
PCs, change a PC’s status, add PCs and enter the host PC and client computer-
authorization information to authorize use of a specific PC. If your account is enabled
with shared access, you may modify host PC shared access and owner settings (see
Managing Shared Access). To add more PCs to your account please see the Manage
Account section.

Note: The Manage PCs page includes the name of the PC’s Windows Name to help identify individual
PCs. Please contact your Account Manager if you would like to remove the Windows Name identifier.

View a User's PC Details

To view a user’s PC details
1. Click the Manage PCs link in the left navigation bar.
2. Using the search or pagination options, search for and find the PC to view.
3. On the Manage PCs page, click the name of the PC you wish to view.
The PC Administration page loads with the PC’s information.

Information for "Test Account”

Host PC Status: Online

User Name: Dwiteva Corp Internal 1P: 0.0.0.0,10.140.28.37
Email: dwiteva-corp@jedic.com External IP: 10.140.28.37
Change Status:
Change Status
|D&Iete L=l 9

Host PC Settings

Lizted below are the settings for thiz host PC. Click each link to modify.

Some of the settings below may not apply to Macs. Learn more about Mac support.

Host and Client PC Host PC Authorization: Not reguired
Authorization 1D Client PC Authorization: Mot reguired

Note: Host PC and Client PC Authorization is disabled on PCs with Shared Access and will not be visible
on the PC Administration page.
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Shared Access

The Shared Access feature enables administrators to give multiple end users access to
a single host PC. Each end user accesses the host PC with a unique username,
password and access code for greater security and reporting.

If enabled on your account, this feature can be managed from the Manage Users and
Manage PCs sections of the Administration Center. For more information please see
Shared Access on a Single Host PC.

Unlock or Delete a User's PC

Use the Change Status feature to unlock or delete a user’s computer.
To change the status of a user’s PC

1. Click the Manage PCs link in the left navigation bar.

2. Using the search or pagination options, search for and find the PC to modify.

3. To the left of the PC Nickname(s) for the PCs you want to unlock or delete, select
the check box for each PC you wish to modify.

4. In the Change Status drop-down menu, select the desired status and click the
Change Status button.
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Client Authorization

As an administrator you can authorize your user's client computer before they use it to
access their host PC.

Authorize a Host PC or Client Computer

If you have required a user to authorize his/her host PC and/or client computer, you will
have to authorize the PC prior to your user being able to use that computer with
GoToMyPC. Before you can authorize a computer, your user will have to convey to you
(by email or phone) his/her computer's MAC address or C: Drive serial number.

Host and Client PC Authorization ID

Modify the host and client PC authorization 1Ds for this host.

Host PC Authorization ID for "Test Account™

Host PC Authorization is NOT REQUIRED. Modify in Host and Clent PC Authorization.

Enter authorization identification for this host PC by adding etther its Media Access Control (MAC) address or
the Serial number.

If authorization is required, your entry must match that of the host PC

MAC Address or Serial Number:

{Nbanceli‘ [;Séve Settings |

Client PC Authorization ID for "Test Account™

Client PC Authorization is NOT REQUIRED. Modify in Host and Chent PC Authorization

Enter authorization identification for up to 13 client PCs allowed to access this host PC. For each chent, add
ether s Meda Access Control (MAC) address or the Senal number.

MAC Address or Serial Number:
(Separate multiple numbers with semicolons, commas, spaces, or line breaks)

(Example: AF-1E-47-9C-81-81 or 3BAS-DB3A or YM8202NBYL1)

i Cancel J { Save Settings |
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To authorize a host or client Computer
1. Click the Manage PCs link in the left navigation bar.
2. Using the search or pagination options, search for and find the PC to authorize.

3. On the Manage PCs page, click the name of the host computer you wish to
authorize for use with GoToMyPC Corporate or that you want to authorize Client
PCs to access.

4. On the PC Administration page, click Host and Client PC Authorization ID.

5. On the Host and Client PC Authorization ID page, enter the user-provided MAC
Address or Serial Number for the host and/or the client computer.

6. Click Save Settings.

Note: MAC addresses cannot be used for authorization when the computer (Host or
Client) connects to the Internet using a dial-up modem. Unlike Ethernet and wireless
network adaptors, dial-up modems don't have MAC addresses. In these cases, use the
C: Drive serial number for authorization.

Client Authorization for a GoToMyPC Corporate User

If you are a GoToMyPC Corporate user, your administrator may require you to request
authorization for your client computer before you can use it to access your host PC.
Authorization requires you to send your client computer's MAC address and C: Drive
serial number (or 11-digit alphanumeric serial number for iOS and Android devices) to
your administrator.

To authorize a client computer

1. While at the client computer you want to authorize, access your GoToMyPC
Corporate account and begin a connection to your host PC .

2. Once the download process is completed and the Viewer window appears, you
will be notified that the client PC requires authorization. The notification dialog box
will contain the client PC 's MAC address and C: Drive serial number.

3. Copy the MAC address and C: Drive serial number and email it to your
administrator. Your administrator will authorize your client PC and should notify
you when authorization is complete.
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To authorize an iOS or Android device

1. From the iOS or Android device that you want to authorize, access the
GoToMyPC app and begin a connection to your host PC .

2. You will receive an "Access Denied" message indicating that the device
requires authorization. The message will contain the 11-digit alphanumeric serial
number.

owing infc
ber: 0264E618E25

3. Send the serial number to your Corporate administrator. Your administrator will
authorize your device and should notify you when authorization is complete.
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Active Connections

The Active Connections feature enables you to monitor all active user connections.

View an Active Connection

To view active connections

1. Click the Active Connections link in the left navigation bar.

2. Inthe Connection Activity For: drop-down menu box, select the group you wish
to view and click View Connections.

3. The Active Connections report will run and you will see a listing of all users for the
selected group who are presently using GoToMyPC Corporate to remotely
connect to their host PCs.

Active Connections

Times are shown in (GMT-0&8:00) Pacific Time (US and Canada}; Tijuana Time. Change time zones in Manage

Account.
Connection Activity For: : :
[an = Wiew Connections
Hame + Email PC Start Duration
Dwiteyva Corp dwiteya-corp@jedix.com “Office Laptop™ 1134 3M End

Active connections field definitions

Name: User’'s name

Email: User’s email as you entered it to sign up the user for the service
PC: Nickname of the PC as assigned by the user

Start: Time the present connection began

Duration: Duration of the present connection

Note: Active Connections displays only those users who are connected to their host computers and who
are actively using GoToMyPC Corporate.

End an Active Connection

You can end a user’s active connection at any time. Ending an active connection will
immediately cancel the connection.
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To end an active connection

=

Click Active Connections.
2. Locate the connection you want to cancel and click End.

The connection will be canceled and the user will receive a notice that the user’s
host has terminated the session.

Hamme ~ Email PC Start Duration

Jazon jazon-corpiiedt com "offica3" 11414 1M End
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Generate Reports

You can get summary and detailed information for your company and users by using
the Generate Reports feature. This reporting feature allows you to view various
statistics for your account for any date range in either HTML or Excel format.

Note: Data is available online for 90 days from date of occurrence and is then moved to
offline storage. If data is needed for more than 90 days, create a Monthly Report to
automatically save data on a monthly basis.

Note: Please remember that when reports are created the system starts compiling data
from that point in time. You cannot create reports and pull down historical data for a
period prior to that.

Corporate Accounts Report Generation

Pro Accounts Report Generation
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For Corporate Accounts Report Generation

To generate a report

Click Generate Reports link in the left navigation bar.
In the Report: drop-down menu, select the report you want to generate (for report
descriptions, please see the corresponding topics of the Help files).

N

In the Group: drop-down, select your desired group for the report.
Select the Date Range.

Select the Report Format (HTML or Excel).

Click Generate Report to view your report.

o0k w

Your report will load in a new window.

Report Generation
Report:
| Activitv Detail =
Report for:
| Grous (] | Test Corp Acc =
Date Range: Begin Date:
|Las.t 20 davs =] |F,_-|;| ; 29 ; 2012 ;
End Date:
IHEF =l |29 Lsl | 2012 L=

Reports use (GMT-08:00) Pacific Time (US and Canada); Tijuana Time. Do not observe Daylight Saving Time.
Change time zones in Manage Account

Report Format: @ HTML Excal Comma-Delmited Teod

|_ Generate Report ]

Note: When a user is changed from one group/subgroup to another with the Group
Creation feature, any connections the user makes while in one group will always be
reported in relation to that group. For example: If Joe is a member of group A on
Monday and is moved to Group B on Tuesday, any connections he made prior to
Tuesday will always be found in the Group A reports.
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For Pro Accounts Report Generation

You can generate a Detail Report that will provide a detail of a user's GoToMyPC Pro
use during the chosen date range. This reporting feature allows you to view various
statistics for your account for any date range in either HTML or Excel format.

To generate a report

Click Generate Reports link in the left navigation menu.
Select the date range.

Select the report format (HTML or Excel)

Click Generate Report to view your report.

PowppE

Your report will load in a new window.

Report Generation

Date Range: Begin Date:

|Y&5terda'.r o] | Mar E | 15 E |2III12 E
Yesterday End Date:

Last 7 days |r.'lar Ehsmlzmzm
Last 30 days

Custom

Reports use (GMT-02:00) Pacific Time (US and Canada), Tijuana Time. Additionally, cbeerve Daylight Saving Time.
Change time zones in Manage Account.

Report Format: (@ HTML ) Excel () Comma-Delimited Text

Generate Report
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Generate Reports with Windows 7 or Vista and
Internet Explorer 7
If you wish to generate a report as an Excel or Comma-Delimited Text file from a PC

with Windows 7 or Vista and Internet Explorer 7 you may need to modify your browser’s
security settings.

To safely modify your security settings on Internet Explorer 7

1. From the Internet Explorer 7 browser page, select Tools and then, Internet

Options.
2. From the Security tab on the Internet Security window, click on the Trusted sites

zone and then the Sites button.

[ Internet Security li'éj 1
Security |

Select a zone to view or changd security settngk.

@ & /O

Internet Local intranet | === | Restricted
sites

e re e
# This zone contains websites that you =

v trust not to damage your computer or
your files,

Security level for this zone

Custom

Custom settings.
- To change the settings, dick Custom level,
- To use the recommended settings, dick Default level,

[ | Enable Protected Mode (reguires restarting Internet Explarer)

[ Custom level... H Default level ]

[ Reset all zones to default level ]

[ QK ] [ Cancel Apply
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3. Type "https://www.gotomypc.com” in the Trusted Sites window and click the Add
button. Close the Trusted Sites screen.

Trusted sites ﬁ

You can add and remove websites from this zone, All websites in
;‘/ this zone will use the zone's security settings.

Add this website to the zone:
https:fwww.gotomypc.com

Websites:

Remove

Require server verification (https:) for all sites in this zone

Close

4. After www.gotomypc.com has been added as a trusted site, you can customize
the security level. Click the Custom Level button on the Internet Security window.

f b |
Internet Security M
Security

Select a zone to view or changg security settingk.

@ & v 0

Internet  Local intranet | EEEREIES | Restricted
sites

e o
J This zone contains websites that you ==

trust not to damage your computer or
your files,

Security level for this zone

Custom

Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, dick Default level.

[]Enable Protected Mode (requires restarting Internet Explorer)
’ Custom level. .. ] [ Default level ]

[ Reset all zones to default level ]

[ O H Cancel ] Apply
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window and enable the options "Automatic Prompting for file downloads" and "File

download".

6. Click OK twice to close the Security Settings and Internet Security windows.

r

Security Settings - Internet Zone - -

S5

Settings

|#| Script ActiveX controls marked safe for scripting™
(7) Disable
@ Enable
(C1 Prompt
@ Downloads
@ﬁ Automatic prompting for file downloads
(7) Disable
@ Enable
& File download
(7) Disable
@ Enable
[#= Font download
(7) Disable
@ Enable
() Prompt

a¥t Enzhla MET Eramownrl oahin
' m |

*Takes effect after you restart Internet Explorer

Reset custom settings

Reset 0! Medium high (default) v

[ Reselb. ]

] [ Cancel ]
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Monthly Reports

The Monthly Reports option allows you to set up customized reports that run on a
monthly basis and are archived for one year.

To create a monthly report
1. Click the Generate Reports link in the left navigation bar.

2. Click the Monthly Reports link in the left navigation bar.
3. Click the Create New Monthly Report link.

Monthly Reports

Monthly reports will be available on the 1st of each maonth for the previous month's activity. Data is stored for
12 months as downloadable CSY files.

Create neww monthdy report

Name the report that you are creating.

Select the type of report you desire from the drop-down menu.

Select the group using the drop-down menu or use the search function to find a
user’s email address.

7. Click the Create Monthly Report button

o gk

Create Monthly Report
Hame: Type:
|Sales marthly Snapshot | Snapshot L'
Group: User Email (zearch users):
=Western Division b |

[ Create Maonthly Report ]
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To run a monthly report

1. Search for the monthly report you would like to run using the search fields
provided. Reports can be filtered by user, group, time period and type of report.

2. Select your desired report from among the list of results that appear in the results
pane. Using the “Activity” drop down, you can select View Details, Download,
Delete or New Report. Note that the Download option is only available for past

months.
3. Click Select.
Search (* = wildcard): Month:
|* | | Mavetnber 2006 W |
Type: For:
| Ay b | | Ay b |

Snapshot Al Groups Monthly

Snapshot: IT Monthly Report
Snapshot: Sales Monthly Snapshot

Note: Reports are only available upon completion of the month and are archived for 12 months. Hours of
Access, Enabled Host Computers, Inventory, Feature Configuration, User Logins and Group Logins
reports are all as-of-reporting-time reports and will archive a snapshot of the corresponding report at the
end of each month.
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Activity Detail Report

The Activity Detail Report provides a detail by user for every connection and guest
invitation during the selected date range. Use this report to gather detailed information
for every connection and guest invitation for the selected time range for the entire
company.

Report field definitions

Summary Section:

Connections: Total number of GoToMyPC Corporate connections

Total Time: Total time of connection

Average Duration: Average duration of GoToMyPC Corporate connections
Guest Invitations Sent: Total number of guest invitations sent

Guest Connections: Total number of guest connections

Guest Total Time: Total time of connection with guest

Guest Average Connection Duration: Average duration of guest connections

Connection Details Section:

Name: User’s full first and last name

User ID: User’s email address

Connection Start: Connection start time

Duration: Connection duration

Host: Nickname of host computer to which the user remotely connects

Host IP: IP address of host computer

Host ID: The MAC address and C: Drive serial number used for authorization. This
will only display if you required authorization of the host computer and authorized
it

Host MAC: The MAC address used for authorization. This is displayed if you
required authorization of the host computer and authorized it

Windows Name: The name of the Windows PC

Client IP: IP of client computer used for connection

Client ID: The C: Drive serial number used for authorization. This is displayed if
you required authorization of client PCs and authorized them

Client MAC: The MAC address used for authorization. This is displayed if you
required authorization of the clients and authorized them
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Guest Invitation Details Section:

Name: User’s full first and last name

User ID: User’s email address

Send: Time guest invitation was sent

Start: Time guest connection occurred

Duration: Guest connection duration

Host: Nickname of host PC used for guest connection
Windows Name: The name of the Windows PC
Guest IP: IP of guest computer

Guest ID: Email address of invited guest

Activity Snapshot Report

You can get a summary of connections by user for the selected date range by
generating a Activity Snapshot Report. This report is ideal for providing a general
overview that can be used to identify additional areas to research with the detail reports.

Report field definitions

Summary Section:

Connections: Total number of GoToMyPC Corporate connections

Total Time: Total time of connection

Average Duration: Average duration of GoToMyPC Corporate connections
Guest Invitations Sent: Total number of guest invitations sent

Guest Connections: Total number of guest connections

Guest Total Time: Total time of connection with guest

Guest Average Connection Duration: Average duration of guest connections

User Summary Section:

Name: User’s full first and last name

User ID: User’s email address

Connections: Total number of GoToMyPC Corporate connections per user
Total Time: Total time spent connected via GoToMyPC Corporate

Average Duration: Average duration of a GoToMyPC Corporate connection
Invitations Sent: Number of guest invitations sent

Guest Connections: Number of guest connections

Average Guest Duration: Average duration of a guest connection

User Status: Active, suspended or deleted

Effective Date: Date of activation, suspension or deletion
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Authentication Events History Report

This report will display all failed attempts to log in to the GoToMyPC Web site or to
connect to a host computer by your users. Use this report to look for attempted
unauthorized access.

Report field definitions

e Description: Lists the type of activity associated with the authentication activity

e Time: Date and time the activity occurred

e User: The user name in email format that is associated with the activity

e Host: The name of the host computer if the activity involved attempting to connect
to a specific host computer

e Windows Name: The name of the Windows PC

e Client IP: The client PC's IP address that was used when attempting the activity

Connections Report

The Connections Report provides connection details by host computer during a
selected date range for a company or group. Use this report to monitor usage for
business continuity purposes.

Report field definitions
Summary Section:

Connections: Total number of GoToMyPC Corporate connections

Total Time: Total time of connection

Guest Connections: Total number of guest connections

Guest Total Time: Total time of connection with guest

Guest Average Connection Duration: Average duration of guest connections
Available Host PCs: Total number of available host computers

Total Enabled Hosts: Total number of enabled hosts

Connection Details Section:

Name: User’s full first and last name

User ID: User’'s email address

Connection Start: Connection start time

Duration: Connection duration

Host: Nickname of host computer to which the user remotely connects
Host IP: IP address of host computer

Windows Name: The name of the Windows PC
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Host ID: The C: Drive serial number used for authorization. This is displayed if you
required authorization of the host PC and authorized it

Host MAC: The MAC address used for authorization. This is displayed if you
required authorization of the host computer and authorized it

Client IP: IP of client computer used for connection

Client ID: The C: Drive serial number used for authorization. This is displayed if
you required authorization of client computers and authorized them

Client MAC: The MAC address used for authorization. This is displayed if you
required authorization of the client computers and authorized them

Guest Invitation Details Section:

Name: User’s full first and last name

User ID: User’s email address

Send: Time guest invitation was sent

Start: Time guest connection occurred

Duration: Guest connection duration

Host: Nickname of host computer used for guest connection
Windows Name: The name of the Windows PC

Guest IP: IP of guest computer

Guest ID: Email address of invited guest

Enabled Host PCs Report

This report provides details for every enabled host PC for the selected group and date
range. Use this report to monitor enabled host PCs by user.

Report field definitions

Summary Section:

Total Hosts: Total number of hosts
Available Hosts: Total number of available host computers

Connection Details Section:

Group: The group to which the user belongs

User: The name of the user in email format

User Status: Active, suspended or deleted

Host: The name of the host computer associated with the user
Active Date: The date and time the host computer was registered
Internal IPs: The internal IP address of the host computer
External IPs: The external IP address of the host computer
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Host IDs: The MAC address and C: Drive serial number used for authorization.
This will only display if you required authorization of the host computer and
authorized the computer

Windows Name: The name of the Windows PC

Client IDs: The MAC address and C: Drive serial number used for authorization.
This will only display if you required authorization of client PCs and authorized
Clients

Version: The GoToMyPC Corporate version that resides on the host PC

Feature Configuration Report

The Feature Configuration Report provides a detail of feature configuration by account
(that is, by group and subgroup) and user. Use this report to quickly view those features
are turned on or off for any of your groups, subgroups and users.

Report field definitions

Account Features Section:

Host Access Code Expiration Period: Shows number of days between access
code expiration

Host Access Code Hard Lockout Attempts: Shows number of failed attempts
before host computer lockout

Host Access Code Reusability: Shows number of times an access code can be
reused

Host Access Code Expiration Notification Period: Shows number of days the user
has before the access code expires

Host Access Code Soft Lockout Minutes: Shows the number of minutes of denied
access after failed attempts

Authentication Policy: Shows the authentication requirements

Chat: Shows Chat on or off

Desktop Shortcut: Shows Desktop Shortcuts on or off

Shared Clipboard: Shows Shared Clipboard on or off

File Transfer: Shows File Transfer on or off

Screen Blanking: Shows Screen Blanking on or off

Lock Host Upon Disconnection: Shows Lock Host Upon Disconnect on or off
Lock Host Keyboard & Mouse: Shows Keyboard/Mouse Locking on or off

Max Inactivity Timeout Minutes: Shows the max value in minutes for Inactivity
Time-Out

Show Inactivity Timeout: Visible only if user can set his/her own Inactivity Time-
Out

Invite Guest: Shows Guest Invite on or off

NT Log Captures Events: Shows NT Log Captures on or off

Max PCs: Shows max number of PCs that users in that group can activate
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Account Password Expiration Period: Shows number of days between account
password expiration

Account Password Hard Lockout Attempts: Shows number of failed attempts
before a hard lockout

Account Password Reusability: Shows number of new passwords required before
a password can be reused

Account Password Expiration Notification Period: Shows number of days the user
has before the password expires

Account Password Soft Lockout Minutes Shows the number of minutes of denied
access after failed attempts

Remote Printing: Shows Remote Printing on or off

Sound: Shows Sound on or off

User Features Section:

User: The name of the user in email format

Remaining Fields: Remaining fields are the same as the Account Features fields listed
above.

Host History Report

This report provides details on the host PCs for a selected group, including the host PC
active date and the GoToMyPC Corporate version and build number.

Report field definitions

Group: The group to which the host computer is assigned

User: User’s name in email format associated with the host computer

Host: Name of the host computer

Internal IP: Internal IP address of the host computer

External IP: External IP address of the host computer

Host Active Date: The date the host computer became active

Host Removed Date: The date the host computer was removed from the account
Host IDs: The MAC address and C: Drive serial number used for authorization.
This will only display if you required authorization of the host computer and
authorized the computer

Windows Name: The name of the Windows PC

Client IDs: The MAC address and C: Drive serial number used for authorization.
This will only display if you required authorization of client computer and
authorized clients

Version: The GoToMyPC Corporate version that resides on the host computer

70



GoToMyPC® Corporate Administrator Guide

Hours of Access Report

This report displays the configured hours or access by group. Use this report to review
hours of access policies.

Report field definitions

e Group: The group name
e Access Times: The hours of available access configured for the group

Last Logins Report

This report displays the last log in to the GoToMyPC Corporate account and duration of
use for all users. Use this report to track how quickly the service is being adopted and
how often it is being used.

Report Field Definitions

e User: The user's email address

Last Login: The date and time that the user last logged in to his/her GoToMyPC
Corporate account

IP of Last Login: IP address of the host PC the user last logged into

Last Connection: The date and time of the last connection to a host

Duration: The time in hours and minutes of the last connection to a host

# of Attempted Connections: Number of times a user attempted to connect to a
host

e Host: Name of host

¢ Windows Name: The name of the Windows PC

Manager Activity Report

This report provides details on users deleted, suspended, added, moved to another
group or unsuspended. Use this report to keep track of users as they are moved in and
out of groups, added and deleted.

Report field definitions

Manager: The manager’s email address

Event: Add, delete, unsuspend, suspend, moved out
User: The user's name

User ID: The user’'s email address

Event Time: Date and time that the event occurred
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Shared Access Report

The Shared Access Report provides top-level administrators with information on host
PCs with shared access, including connection times and which users have shared
access.

Report field definitions
Connection Details

Group: The group name

Host: The nickname of the host PC that has shared access

Windows Name: The name of the Windows PC

Owner: The owner’s email address

Shared Users: The email addresses of the shared users

Last Connection Time: Last connection time of each user

Duration: Time in hours and minutes of the last connection to the shared host PC.

Access Activity Detall

Group: Name of the group the user belongs to

Name: User’s full first and last name

Host: The nickname of the host PC that has shared access

Windows Name: The name of the Windows PC

Grant Date: The date the Shared Access feature was enabled

Revoke Date: The date the Shared Access feature was disabled

Access Code Change Required: If required, shows number of days before the
access code expires

User Activity Report

The User Activity Report provides a detail of a specific user's connections and guest
invitations during the selected date range. Use this report to gather detailed information
for every connection and guest invitation for the selected time range for a specified
user.

Report field definitions
Summary Section:

e Connections: Total number of GoToMyPC Corporate connections
e Total Time: Total time of connection
e Average Duration: Average duration of GoToMyPC Corporate connections
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Guest Invitations Sent: Total number of guest invitations sent

Guest Connections: Total number of guest connections

Guest Total Time: Total time of guest connections

Guest Average Connection Duration: Average duration of guest connections
Invited Date: Date and time user was invited to use service

Activation Date: Date and time user activated their account

Connection Details Section:

e Connection Start: Connection start time

e Duration: Connection duration

e Host: Nickname of host PC to which the user remotely connects
e Host IP: IP of host PC use for connection

¢ Windows Name: The name of the Windows PC

e Client IP: IP of client computer used for connection

Guest Invitation Details Section:

Send: Time guest invitation was sent

Start: Time guest connection occurred

Duration: Guest connection duration

Host: Nickname of host PC used for guest connection
Windows Name: The name of the guest Windows PC
Guest IP: IP of guest computer

Guest ID: Email address of invited guest

User Changes Report

This report displays such account changes as changes in user names, account
passwords and access codes. In addition to your being able to do so, your group
managers can also view status changes such as invited, deleted and suspended users.

Report field definitions
e Change: Type of change event, such as a change in user name or account

password
e Date: Date and time of the change

User Inventory Report

The User Inventory Report provides an instant inventory of all user accounts and PCs
set up for the entire account and organized by group. Use this report to get an overview
of all your participating users and their host PCs.
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Report field definitions

Summary Section

Total PC Limit: Total number of available PCs
Total Activated PCs Total number of activated PCs

Account Features Section

Group: Group to which the user is assigned

Name: User’'s name

Email: User's email address

Status: User’s present status — Inactive, Active, Suspended, Locked

PC Limit: The limit to the number of host PCs the user can set up

PCs Active: The number of PCs that are currently active

PCs Granted Access To: The number of PCs that are available to the user
Invited Date: The date and time the user was invited

Activation Date: The date and time the user activated their account

Last Connection Date: The time and date of the user’s last connection
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Manage Account

You can view and change information for your company’s GoToMyPC Corporate
account by using the Manage Account feature.

Access the Manage Account Page

To access your account page
¢ Click the Manage Account link in the left navigation menu.

Your Company Account page will load.

Account Information

Account Status: Active Total PCs: 145 Buy more PCs

GoToMyPC Version: Corporate 7.2 Enabled PCs: 27

Current Password:
| | To make changes, enter your Current Password.

First HName: Last Name:
[ John | | smith |
Email: Daytime Phone:

| phn.smithi@jedic.com | | |

Change Password:
| | Note: For maximum security, your account

password must contain at least 8 characters and
Re-Type Password: include both letters and numbers.

[] Remember Me: Check this option if you prefer to log in automatically the next time you come to GoToMyPC
from this computer. Do not check this if you are using a shared or pubbc computer.

Time Zone:

| iGMT-08:00) Pacific Time (US and Canada): Tiuana =

[¥] Daylight Saving Time: Automatically observe Daylght Saving Time.
(Does not apply to all time zones ).

Email Formatting:
Select the email format you prefer.

@ HTHL (text and images) ) Plain text

Save Changes
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Edit Your Account Information

You may edit your company and administrator information at anytime.
To edit your account information

1. Click the Manage Account link in the left navigation menu.

2. Enter your Administration Center Web site (current) password.
3. Make your desired changes.

4. Click Save Changes.

Add More Computers to Your Account

You can now add additional Macs or Windows computers to your account by submitting
an online request from the Administration Center. The additional computers are
available for distribution once the request is submitted.

To add host Macs or PCs to your account

1. Login to the Administration Center.

2. Click either the Manage PCs link or Manage Account link in the left navigation
menu.

3. Click the Add more PCs link at the top of the page.

4. Select the number of computers you wish to add from the drop down menu. If you
require more than 50 PCs, please contact our sales department at 1 888 646
0016.

5. If your company requires a purchase order, select Yes and enter the PO in the
provided field.

6. Verify your contact information and add your telephone number in the
Administrator Contact section.

7. If you would like your billing department to receive a copy of all confirmation and
billing related emails, then select Yes and enter the billing contact information.
Click Continue.

8. Please read the terms and conditions of the Add-On Order Form, click the check
box to accept and then click Continue.

9. Review the Order Summary and then click the Place Order button.

10. Your new computers are now available for distribution. We recommend you print
this page for your records. You will receive a confirmation email within a few
minutes and a second email with specific pricing information within 48 hours.

Note: The subscription fee for new PCs is based on your account’s existing subscription agreement. The
administrator and billing (if requested) contacts will receive all email and invoice communications. The
first day of billing begins on the day of your order.
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Add PCs to Your Account FAQs

When do the added seats renew?
The seats are synchronized with your existing plan.

How is the price for the new seats determined and what happens if they push my
account into a new price tier?

You are charged the same rate as your previously purchased seats. If the addition of
the new seats pushes your account into a lower price tier then the pricing is adjusted
accordingly.

When will I receive a confirmation of my order?

Your add-on order will generate two emails. The first confirmation email is sent within
minutes and contains the number of new PCs, total PCs and the effective date. The
second email is delivered within 48 hours and contains specific billing details including
the price of the new PCs.

When will I receive an invoice for the new PCs?

You will receive a pro-rated invoice based on your effective date within 30 days of your
order. After that, your new seats are invoiced along with your existing seats.

How do | cancel an order?

If you wish to cancel or modify an order you submitted online then please contact your
account executive.

Can | also reduce the number of seats online?
No, please contact your account manager for all reduction orders.
Does this impact my Master Subscription Agreement (MSA)?

No, the addition of the new PCs through the online add-on process does not impact
your existing MSA. Your new PCs simply adopt the current agreement.

What are the terms that | am accepting via the Web site? How is it different than
the offline order form?

There is no difference between online and offline orders. You are agreeing to the same
billing terms and conditions outlined in your existing MSA.
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Accept Terms

Terms and Conditions

This Add-On Order Form shall be subjectto and incorporated as part of the Master Subscription
Agreement (sometimes referred to as Master Sales Agreement) (collectively the "Agreement™)
entered in by Custamer. This Add-On Order Farm shall commence on the Add-On Order Form
Effective Date and shall continue until the Agreement renewal date (the "Initial Order Form
Commitment Term") and thereafter shall be co-terminous with the Term of the Agreement, in
accordance with Section 3 of the Agreement. Except a5 specifically provided herein, the
Agreement shall cantinue in full force and effect in accordance with its terms.

By accepting this agreement, you are acknowledging that you are authorized to enter into this
agreement on behalf of customer, and that you have read, understand and agree to the
provisions set out in this Add-On Order Form subject to acceptance

{ have read, understand and accept these terms and conditions

Continue Cancel

Can | disable the online add-on functionality?
Yes, you can have this feature disabled by contacting your account manager.
Who has the ability to use the online add-on feature?

All top-level administrators on your account can add seats through the Administration
Center. There is no way to specify only one or more top-level administrators.

Why don't | have the link to add more seats?

This feature is not the default setting on all corporate accounts. Please contact your
account manager to see if this feature can be enabled on your account.

Is there still a 5-seat minimum?

No, you are welcome to add anywhere from 1 to 50 seats online. Offline or phone
orders still have the 5-seats minimum. Please contact corporate sales 1-888-646-0016 if
you wish to add more than 50 seats.

Will activation fees apply?

Activation fees for seats added online are the same as those added offline.

Is there an activation fee for new PCs with the RADIUS feature?

Yes, the standard activation charge of $5 per PC does apply to PCs added online with
RADIUS capability.
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Access Activity Log

The Access Activity Log feature can be used to store a record of session events on the
host PC’s Windows NT-Event Log. This feature can be used as an audit control to
assist with compliance with the Health Insurance Portability and Accountability Act
(HIPAA).

Since the session information is stored locally it cannot be accessed by GoToMyPC. A
manager can enable this feature at the group or user level in the administration center.
Examples of stored information include session events, guest session events, access
code changes, file transfers, printing and account lockouts.

To enable the Access Activity Log

1. Click the Manage Groups link in the left navigation menu.

2. For groups: Click the name of the group.

3. For subgroups: Click on the arrow to the left of the group to view its subgroups
and then click the name of the subgroup.

4. On the Group Administration page in the Group Settings section, click the link for
Features.

5. 5. Onthe Features page, under the Host Features section, select or deselect the
Access Activity Log.

6. Click Save Settings.

| Chat (Allow chat during non-Guest sessions. )

| Shared Clipboard (Allow copy/pasie between computers. )

Host Features

Lock upon Disconnect (Lock if disconnected (WinNTANRZEKANIRXP). )
Screen Blanking (Blank out screen when connected.)

Keyboard/Mouse Locking (Lock keyboard/mouse when connected. )

J| Access Activity Log (Record access activity in NT Event Log.)

Threct Connechions

Allovwed betwean Any Two Compubers
@ Onby Allowed within Your Network
Mot Alipwed

Learn more about Direct Connections

WModify setimgs for users in this group. Future changes to group settings will override any previpus setiings for
theze users.

Cancel Save Settings |
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To view the session event record from Windows

PowppE

Click Start, Settings and then Control Panel on your Windows computer.
Double-click Administrative Tools and then double-click Event Viewer.
Select Application in the left window and click the Source column.

Scroll to GoToMyPC and double-click an entry for details.
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Shared Access of a Single Host PC

The Shared Access feature enables GoToMyPC Corporate administrators to give
multiple end users access to a single host PC. Only one user can be connected at any
one time.

Each end user accesses the host PC with a unique username, password and access
code for greater security and reporting. The Shared Access Report allows
administrators to audit information on users who have shared access to PCs. Contact
your GoToMyPC Account Manager to have the Shared Access feature enabled for your
company.

Top-level administrators and group managers can define access rights for users and the
host PCs they manage, including the requirement of new shared users to change their
access codes upon logging in for the first time. To grant shared access to a user’s host
PC, the user must be in the active or invited status.

Note: RADIUS, One-Time Passwords and Host and Viewer Authorization are available on the same
account, though not on a host PC with Shared Access.

Note: By default, shared PCs do not lock upon disconnect unless the feature has been enabled at either
the group, subgroup, or user level (please see the Configure a User’s Settings and Configure Group and
Subgroup Settings sections of this guide). It is recommended that Lock upon Disconnect be enabled if
shared access users have unique PC privileges or will be accessing personal information. For example, if
a shared access user interrupts a session in progress and Lock upon Disconnect is disabled, that user
can access the PC under the previous user’s PC privileges.

‘; The Shared Access feature is not available for Mac computers.

Ma
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Share a Single Host PC with Multiple Users

Enabling a host PC with Shared Access can be done from the Manage User section or
the Manage PC section of the Administration Center. Please contact your GoToMyPC
Account Manager to have the Shared Access feature enabled for your company.

To share a single host PC with multiple users

Noohk~rwhE

Log in to the Administration Center.

Click the Manage PCs link in the left navigation menu.

Select a PC Nickname; doing so will take you to the PC Administration page.
On the PC Administration page under Host PC Settings, select Shared Access.
Highlight the user name for whom you will grant shared access.

Click Grant. The shared-access user is displayed in the bottom pane.

New shared-access users will initially inherit the shared host PC’s access code
and must be notified of the access code. If you prefer to require users to have
their own access codes, select the checkbox "Require users to change their
access code upon first log in". (This will only affect new shared-access users.)
Click Save Settings.

An email will be sent to the original user stating that the host PC is now shared.

Host PCs [z of 2k

‘Western User 2 <corena.bahr-westernuser2i@jedix.com>

Select All | Deselect A1

Y Grant Revake A ]

liote: You cannct revoke access fo host PCs owned by this user.

Accessible Host PCs (1o0f1):

Owner: Western User 2 <corena.bahr-westernuser2@jedix, com>

Select All | Deselect Al

"Managed by anather adminisirator

[] Require users to change thelr access code upan first 1og in.

| Cancel || Save Settings
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Share Multiple Host PCs with a Single User

To share multiple host PC with a single user

Noohk~rwhE

Log in to the Administration Center.

Click the Manage Users link in the left navigation menu.

Select a user name; doing so will take you to the User Administration page.

On the User Administration page under User Settings, select Shared Access.
Highlight the host PC name for which you will grant shared access.

Click Grant. The shared host PC is displayed in the bottom pane.

New shared access users will initially inherit the shared host PC’s access code. If
you would like to require users to have their own access codes, check “Require
users to change their access code upon first log in.” (This will only affect new
shared access users.)

Click Save Settings.

An email will be sent to the original user stating that the host PC is now shared.

Users (2 of 2

Western User 2 -imrena.I:-ahr-wesbernuser?@jedix.mmi

Select All | Deselect All

W Grant Revake A ]

liote: You cannot revoke access to host PCs owned by this user,

“office 3" Userst (1of1) 2 [

Owner: Western User 2 <corena. babr-westermusar2@jedix. com>

Select All | Deselect All

*Managed by ancther stministrator

@Iﬁemire uszers to change their access code upon first log in.

| Cancel || Save Settings
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Revoke users from a shared PC

To revoke a user from a shared host PC

Log in to the Administration Center.

Click the Manage PCs link in the left navigation menu.

Select a PC Nickname; doing so will take you to the PC Administration page.

On the PC Administration page under Host PC Settings, select Shared Access.
Highlight the user name in the bottom pane for whom you want to revoke shared
access.

Click Revoke. The shared-access user is displayed in the top pane.

Click Save Settings.

aorwnE

No

Change owners of a Shared PC

To change the owner of a shared PC

1. On the PC Administration page under Information for “Host PC", select the name
of the new owner in the “Change Host PC Owner” drop-down menu.
2. Click Change Owner.

Host PC Status; Online Internad 1P 0,1.0,4,10.1.21,92
Dwivar: Extornal IP: 10.1.22.93

Change Status:

Delete | Change Status |

thange Host PC Owner: { Change Owner i

Corena [

Host PL Setbings

Listed below are the settings for this host PC. Click each link to modify.

thared Access 2 Users: . = 1, corena, bahe
verternuserl@jedin,com
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Access Codes for Shared Users

When a secondary user is granted access to a host PC, he or she inherits the owner’s
access code from the time the invitation was granted. The secondary user will use this
access code even if the owner changes his access code after sending the invitation.

If the original access code is forgotten by both the secondary user and the owner, then
the administrator will need to revoke the original invitation and grant a new one so that
the secondary user can inherit the new access code. If the secondary user has physical

access to the host PC, he can change the access code by following the steps described
in the Forgot Host PC Access Code section of the GoToMyPC User help file.

Note: If a shared access user fails to log in after 3 attempts, all users who have access to that PC will be
locked out.

Shared Access FAQs

Review frequently asked questions about Shared Access here.
Q. How do | enable Shared Access and is there a cost?

A. Please contact your GoToMyPC Account Manager to enable Shared Access on your
account. There is no cost for this add-on service.

Q. How many users can access a shared PC?

A. An unlimited number of users can be granted access to a host PC, but only one
person at a time may access that computer.

Q. How many licenses are required for five users to access a single shared PC?

A. Since the price of GoToMyPC is based on the host PC, only one license of
GoToMyPC is needed for the five users.

Q. Are there any GoToMyPC features that are not compatible with Shared
Access?

A: Yes, there are three features that are not compatible to users or PCs with Shared
Access: RADIUS authentication, Host & Client Authorization and One-Time Passwords.

Q. Are there features available only to Shared Access Users?

A. Yes, In Session Reboot is an exclusive feature with Shared Access. It allows a user
to reboot a host PC without losing their GoToMyPC session.

Q. What happens if a user changes the Access Code on a shared PC?
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A: Since access codes are unique to each user, there is no impact to other users when
access codes are changed.

Q. What is the difference between a “Shared User” and an “Owner”?

A. The “Owner” is typically the user that first enabled the computer with GoToMyPC.
Subsequent people given access to that PC are called “Shared Users”. The Owner may
edit the GoToMyPC settings of the host PC. An Administrator may transfer ownership to
another Shared User.
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Wake-on-LAN Setup

The Wake-on-LAN feature enables GoToMyPC Corporate users to wake offline computers that are in
sleep (Windows and Mac) or powered-off (Windows) mode and plugged in to a power source (i.e., not
running on battery alone). This can help lower energy costs and improve security, since computers are
not required to be online at all times. This document outlines how to use the Wake-on-LAN feature and its
system requirements.

Components of Wake-on-LAN
The Wake-on-LAN feature consists of two components:

1. GoToMyPC host (Windows & Mac)

The GoToMyPC desktop application must be installed on the computer (i.e, the GoToMyPC host)
that needs to be woken up and registered to that corporate account.

2. GoToMyPC Wake-on-LAN Server (Windows only)

At least 1 computer must be installed in each subnet within the corporate LAN must be installed
with the Wake-on-LAN (WOL) server in order to wake up any computer in the corporate account.
The WOL server should be always ON. It is recommended that corporate administrators install at
least 2 more WOL servers in each subnet for redundancy.

Note: Set up can be done while remotely connected to the computer via GoToMyPC. The WOL server can also have
GoToMyPC installed on it in case the admin wants to connect remotely to troubleshoot the WOL server.

How It Works

When users select Wake and Connect for a computer, a notification is sent to the WOL servers to wake
up that particular GoToMyPC host. All WOL servers will then broadcast a "magic packet" to wake up the
computer using the computer's MAC address (preventing other computers from being woken up as well).
Once the computer is online and available (with up to a 5 minute delay, depending on network latency
and boot-up time), it will automatically connect and start a session.

GoToMyPC
& broker
o® Ser
S NE
N o

e"v : S‘VO/

W o N

A I;,) " ;

9(‘(,
/ O
l_———_———_——_“———-"-_-————"I
- ' Dw.
“‘I : 3. Magic packet I
.‘-—_-::‘l |
—— | S I
Client : I
I
Hos

: Server where GoToMyPC t |
| WOL server is installed !
On customer premises |
B o o e o s s e e e e e e e e ———————— —
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System Requirements

In order for GoToMyPC to wake offline computers, the following are required on the host computer:

GoToMyPC desktop application installed (this should make the computer's status "Wake and
Connect" on the My Computers list from client computers)

WOL enabled (a) by the account manager and (b) on the computer's network adapter (see "Enable
Wake-On LAN" for more information).

Connection to the corporate local area network (LAN)

Internet connection via Ethernet

WOL Feature Requirements

Before GoToMyPC users can utilize the Wake-on-LAN feature, the following is required:

1. GoToMyPC Account Managers must enable the WOL feature for the account.

2. Corporate administrators must enable the WOL feature on a per-group or company-wide basis.

3. Corporate administrators must have an end user account with the company to download and
install the WOL server.

4. WOL must be enabled on all computers to be woken (i.e., hosts).

5. At least 1 WOL server must be installed on the company's subnet.

6. The GoToMyPC desktop application must be installed on all computers to be woken (i.e., hosts).

7. Computers must be in sleep (Windows and Mac) or powered-off (Windows) mode and plugged
in to a power source (i.e., not running on battery alone).

Enable Wake-on-LAN

Enable WOL for Groups/Companies (corporate administrators only)

Before GoToMyPC users can utilize the Wake-on-LAN feature, corporate administrators must first enable
it on a per-group or company-wide basis.

To enable WOL for a group or subgroup:

1. Log in to the Admin Center.

2. Click Manage Groups in the left navigation.

3. Select the group (and the subgroup, if desired).
4. Under "Group Settings," click Features.

5. Select "Wake-on-LAN (Allow remote waking of host PCs.)"
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Account Features
Maximum PCs Par Usar (l22v2 blank o7 unlimied PCs): :]

¥ Remembar Ma (Aliow user ona-2lick 200255 1 GoToMyPC 20000t )

Client Features
Vigwer $scurity Time-Out

Madmum mines of hactiy o900 |

i Aliow user %0 reguce madmum
Default Color Quanty

(# Truz Color (Semer Apoearance)

() 236 Colors (Semer Speed)
¥ Sound (Aliow user 0 play 0Und rom NOEt PC )
¥ Remots Printing (Aliow user % print documanis from nost PC)
iy Desktop Shortcuts (Allow craation of 02Eknon Shnoss 10 MostPC)
iy Fia Transfer (Allow transter of i2s betwesn nost and cliem PCs )
¥ Guasts (Allow IWviztion 30 nosting 073 QuUest on LEers desiann )
i Chat (Aiow cnzt during non-Gusst s2s2hns )
¥ Sharag CHPDOETD (Alow CODJDSEIE DEWSST COMDUAETS |

Host Features

|| Lock upon Disconnect (Lock If dlsconneciad )
[ Screen Bianking (Slank out soreen when connected )
[ Keyboara/Mouss Locking (LOZK k2yDo3ramouse whan connected )

¥ Wake-On-LAN {Aliow remdie waking of nost PCs.)

|| In Sassion Reboot (Aliow repooting of the host whlle N session )

[Cancel | [Save Settings |

6. Click Save Settings.
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Enable WOL on Computers (Windows & Mac)

Before WOL can be used to wake a computer, WOL must be enabled on that computer. The following
steps should be completed for each host computer.

To enable WOL (Windows)
1. Enable WOL in the computer’s Basic Input/Output System (BIOS).

Note: This varies by computer; check the computer’s user guide for instructions. If there is no option for enabling WOL in
the computer’s BIOS, it may already be enabled by default.

2. Enable WOL in the computer’s network adapter.

Note: This varies by computer; check the computer’s user guide for instructions. For example, in a Windows 7 for Intel(R)
82567LM-3 Gigabit network adapter/connection, this can be done by going to Control Panel > System and Security >
Device Manager, then right-clicking Network Adapter> Properties > Power Management tab > “Allow this device to
wake the computer” check box.

Intel[t) 2567LM-3 Gigabit Netwark Connection Properties fomt ] |

General | Advenced | Driver | Detsis | Resources | Power Managemant

‘. Inted(F) B2567LM-1 Gigabit Network Connesct
-

o+ Al the compuler bo lum off this dav B DO
I ¥ Aligw this devios io wake the compuber

« | Dy allow & magic pack=t io wake the compubsr

‘Waming: F this is = laptop computer and you nun it using batteny power,
allcraing the: network: adapter to wake the computer could drain the battery
mone quickdly, it might albso cause the laptop to become very hot £ it wakoss
up whils packed in a camying case

0K Canosi
e —

3. Ensure that GoToMyPC is installed and running on the computer. Open the GoToMyPC desktop
application and disable the "Disable sleep mode on host computer” check box on the Host tab.
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Preferences - GoToMyPC =3

_"bﬂ_»\newerlPerformance]SundISeo.rrtvIAummtxanon]Pmmg[Cmcum

Start GoToMyPC Desktop options whie connected

[¥] Automatically

GoToMyPC Updates | | Disable sleep mode on host computer

[7] Show host computer cursor
@ Automatically instal updates
(recommended)

Ask me to install updates
Host Authorizabon

Learn more about updates Authorization 1D...

4. Click OK when finished.

5. Confirm that the computer is in sleep (Windows and Mac) or powered-off (Windows) mode and
plugged in to a power source (i.e., not running on battery alone).
To enable WOL (Mac)

1. Enable WOL in the computer’'s network adapter.

Note: This varies by computer; check the computer’s user guide for instructions. If there is no option for enabling WOL in
the computer’s BIOS, it may already be enabled by default. For example, in OS X 10.6.8 (Snow Leopard), this can be done
by going to System Preferences > Energy Saver > Power Adapter tab > “Enable for Ethernet network access” check

box.
[ XN Enirgy Saver
[« || Show Al a,
I Battery —Pnln'hdlphrq
I ahiap it
1 mis 1% min 1hr Shn Krenr
Displary 5 hoapc t,'

‘Wake for Cthernet nebwaork -uxe:_s]
Ausomatically redwce brightreess before display goes to sheep
| Sxaet up automatically after 4 power falure

i s 1% min 1be She Newns
@M this hard diik]i) 1o dheep whin Bliiaible

Curren batbery charge: T Extirmabed time uriil full: 8:53 | Restoee Defauls )
P Shovw batteny status i the menu bar LSchl:dult... _:‘
ii
IR Dtk e heck 10 prevent further changis. ﬁ’]

2. Connect the computer to the power adapter (i.e., not running on battery alone) in order for it to
be woken up remotely.

3. Ensure that GoToMyPC is installed and running on the computer.

4. Confirm that the computer is in sleep (Windows and Mac) or powered-off (Windows) mode and
plugged in to a power source (i.e., not running on battery alone).
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Set Up Wake-on-LAN

Set up WOL servers (Windows only)

First, the corporate admin should install the GoToMyPC WOL server on 1 or more computers within all
subnets of the company.

To install a GoToMyPC WOL server

1. Choose a computer within the desired subnet that should act as the WOL server. This server
must always be turned on and connected to the Internet because it is used to wake up the
computers within its network.

Note: Set up can be done while remotely connected to the computer via GoToMyPC. The WOL server can also have
GoToMyPC installed on it in case the admin wants to connect remotely to troubleshoot the WOL server.

2. From that computer, go to www.gotomypc.com and log in to the corporate admin account.
3. If needed, select the administrator account and click Go.

4. Click Manage WOL Servers in the left navigation.

5. Click Install WOL server.

Note: The Install WOL Server button is only available if the corporate administrator has an end user account with the
company.

6. Complete the instructions in the installation wizard. See "Enable WOL for the account” for next

steps.
GoToMyPC Access Your Mac® or PC from Anywhere
o Mome Manage Wake-on-LAN Servers
Marage -
- o d To 233 a Wake-on-LAN sarver, chck Tnstall WOL Server’
8 Masage Usens
o Massse PCs Instal WOL Server
o Manage WOL Servery
o Generste Reports
No Wake- 00 LAN servery instaled . —_— — e
v Manage Accos | 14 Gololay#C Wake-an-LAN Server 1 b
o 2417 Suppen i -
a
Install the Wake-on-LAN Server
' Use thay matalier o querkly set wp and reginter Wake-on-dAN server. Wih it
o | N yOUu Can wiske and connedt 10 & computer that is tumed off o1 in sleep
mode
When pou re reay 10 atal, ek Next,

(et ]

7. After the WOL server is successfully installed, the computer will be listed on the Manage Wake-
on-LAN Servers page. This page lists all servers installed (either online or offline), which can be
removed by selecting their check box and clicking Remove.
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GOTQMyPC Access Your Mac® or PC from Anywhere

- Home Manage Wake-on-LAN Servers

+ Mansge Groopm

HONRS0N Masnain. To adt a Wake.on-LAN sorver, dick “Instst WOL Server”
Manzge Users

Manage FCs Install WOL Server

NManage WOL Serveus

* Actye Connectons

0 Gosorato Roports

¢ ManageAcomat

- 247 Supgont

* LogOut Nicknams Windows Name Emall Address Status

« s BB

Toremove a Wake-on-LAN sarver, seiact it and click "Remove”

. WOL-server) BHARATHFC ot-wolngr@edic com Onine

Sign Up Users Remove
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Set up GoToMyPC Host (Windows & Mac)

Set up hosts by installing the GoToMyPC desktop application on all computers that should be available

for waking up. See Set Up a Host Computer for more information.

Use Wake-on-LAN

Once WOL has been set up for a GoToMyPC host, users can wake offline computers that are in sleep

(Windows and Mac) or powered-off (Windows) mode and plugged in to a power source (i.e., not running
on battery alone) by logging in to GoToMyPC.

Wake a computer

1. Log in at www.gotomypc.com.

2. Computers that are configured for WOL and are offline will display a Wake and Connect button
(rather than the "offline" status displayed by offline computers not configured for WOL). Click Wake
and Connect for the desired computer.

GoloMyPC

8 My Computers
*  Access Activity
* My Fies
* My Account
*  24/7 Support

Log Cut

| E
L -

My Computers

‘,_:

My Account

&

Access Your Mac® or PC from Anywhere

Tej's Computers

Weicome back, Tej!
Last log in 8/2/13 10:14 PM GMT-07.00,

You can wake and connect io a computer that is turned off or in sleep mode

| Computer List
D Dell (Options) Wake and Connect
[—_3 Mac (Opeons) Wake and Connect
[j Office Mac (Optons) Wake and Connect
[ Toshiba (©puons) Connect

Click "Adg This Computer” 1o install GoToMyPC on this computer,

4 Add This Computer

3. It may take up to 5 minutes for the session to begin, depending on the network latency and time
required for the host computer to boot up and be ready to connect. Once the computer is available,
GoToMyPC will automatically connect and start a session.
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Configuring GoToMyPC Corporate with
RADIUS

Enabling your GoToMyPC Corporate account with RADIUS protects your organization
with true two-factor authentication and provides it with the greatest possible level of user
authentication.

Note: The RADIUS feature has additional fees and requires that your organization already have a
RADIUS system with RADIUS server support installed and operational.

Administrators have the option of configuring a host PC directly from the Administration
Center or from the host PC. When selecting a configuration method that best fits your
company’s requirements, you may want to consider the respective benefits of each
option. The traditional method of configuring each host PC individually is more time
consuming but offers the highest level of security. Host PC configuration through the
Administration Center is significantly more convenient, but, while secure, the fact that
some user information is stored on the GoToMyPC server could be a concern for some
customers.

Note: With GoToMyPC Corporate 6.0, the RADIUS feature can be configured for a group or individual
host PC. Shared Access is available on the same account, though not in conjunction with the same host
PC.

' RADIUS integration not available for Mac computers at this time. We
‘, recommend Mac computers remain separate from groups enabled with
Ma RADIUS.
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Systems Requirements

To implement GoToMyPC Corporate with RADIUS requires a combination of system
components.

SecurlD system

e An existing installed SecurlD system running ACE/Server version 5.0.01 or later
with RADIUS server support. GoToMyPC Corporate officially supports RSA
SecurlD as a third-party provider of an industry-recognized two-factor
authentication method. Other third-party providers may integrate but have not
been tested.

GoToMyPC Corporate

e Purchase of GoToMyPC Corporate plan with RADIUS upgrade option

e GoToMyPC Corporate host PC requires Microsoft Windows XP or later running
GoToMyPC Corporate version 4.1 or later on a minimum of a Pentium-class
300MHz PC with 64 MB of memory and 10 MB of free hard drive space

e GoToMyPC Corporate client PC requires Microsoft Windows 95, 98, Me, NT or XP
or any operating system with a Java-enabled browser running Java 1.1 or greater

How It works

Following is an overview of how the GoToMyPC Corporate RADIUS integration works.
Specific instructions on how to configure your account are provided below.

Setup and Configuration

e The GoToMyPC Corporate administrator sets the authentication policy to require
RADIUS. The authentication policy is set via the GoToMyPC Corporate
Administration Center (SSL) Web site.

e The GoToMyPC Corporate administrator configures each host PC to
communicate with the RADIUS server. Configuration is achieved by entering the
RADIUS server(s), user name and RADIUS encryption key into the GoToMyPC
Corporate software on the host PC.

Access and Use

e When the end user attempts to connect to his/her host PC using GoToMyPC
Corporate, the end user is challenged for the PASSCODE, which is securely
transmitted to the GoToMyPC Corporate host PC. The shared secret (encryption
key) used to transmit the PASSCODE is securely stored in the host PC registry as
“sidsecret”. Do not remove this entry.
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e The host PC communicates with the RADIUS Server using RADIUS, which
verifies the PASSCODE and authenticates the end user for the session.

=

GoToMyPC
Servers

Client PC

/

97



GoToMyPC® Corporate Administrator Guide

Configuring GoToMyPC Corporate with RADIUS

The RADIUS feature requires configuration of your GoToMyPC Corporate
Administration Center and the users’ host PCs to ensure authentication between the
host PCs and RADIUS systems.

There are two steps to configuring your GoToMyPC Corporate account to integrate with
your RADIUS system. Step one is to set the RADIUS requirement in the Administration
Center, and step two is to configure each user’'s PC with the appropriate user
identification and RADIUS server information.

' RADIUS integration not available for Mac computers at this time. We
‘_, recommend Mac computers remain separate from groups enabled with
Ma RADIUS.

Step One: Configure GoToMyPC Administration Center

You can set the authentication policy for your entire account, any group within the
account and any individual user.

To set RADIUS requirement for a group or subgroup

1. Log in to your GoToMyPC Corporate Administrator’'s Web site at
www.gotomypc.com.

2. Click the Manage Groups link in the left navigation menu.

3. For groups: Click the name of the group.

For subgroups: Click on the arrow to the left of the group to view its subgroups,
then click the name of the subgroup.

Note: RADIUS may also be configured on a per-user basis by using the Manage Users feature to search
for and select a specific user and then continuing as below.

4. On the Administration page in the Group Settings section, click the link for
Extended Authentication.

5. From the Authentication Method page, select RADIUS is required.

6. Next, specify how you plan to configure RADIUS on each host PC. If you intend
to configure RADIUS from the host PC, select Show RADIUS configuration in
GoToMyPC Corporate preferences.

Note: This option allows you to configure individual GoToMyPC hosts for use with RADIUS. Once the
host PC has been configured, you can return to the Administration Center and deselect this feature so
users cannot change settings.
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7. Click Save Settings to complete step one of the RADIUS configuration.

Extended Authentication Help

Authertication requires users to submit their host PC access code. Additionally:
{D' One-Time Passwords are;
Optional

Reguired

@ RADILS iz reguired, configure RADILS:
() At each host PC
Showe RADIUS configuration in GoTobyPC Preferences.

(%) In Acministration Center
f enabled, you will proceed to RADILS Domain for configurstion.

Tip: Decide novy the appropriate settings for users you will add to this group. Once you have added users,
subzeqguent changes to group settings will override any zettings customized for thoze uzers.

[ Cancel ] [ mave Settings

Step Two: Configure Host PCs

After configuring your GoToMyPC Corporate Administration Center to require RADIUS,
you must configure the individual host PCs. Each host requires a list of RADIUS
servers, the RADIUS username of the user and a RADIUS encryption key (shared
secret). This can be done from either the Administration Center or, for maximum
security, the individual host PCs.

To configure a RADIUS host PC from the Administration Center

1. On the Radius Domain page, enter the RADIUS server names to the list by
entering its hostname or IP address, and then click Add.

To modify order, select a server and click up or down. To delete, select a zerver and press delete button.

Add

Securid.example.com| |

Delete

Cancel ] [ Save Server Settings
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2. Click Save Server Settings when complete.

Note: GoToMyPC Corporate will default to port 1812. If during the Configuration of
GoToMyPC Corporate for use with RADIUS a port other than 1812 is needed, then the
user should add the RADIUS server with a port specification by adding a colon and the
port (e.g. “:1645”) to the server name to explicitly set the port.

Example: If the RADIUS server name is called "securid.example.com” and resolves to
IP address "192.168.0.32" but requires port 1645, then it should be added as either
"securid.example.com:1645" or "192.168.0.32:1645"

3. On User Names and Shared Secrets page, specify whether you will enter a
unique user name for each user. If you prefer, GoToMyPC can use the prefix of
each user’s email.

4. Next, specify whether you will enter a unique shared secret for each user. If you
prefer, GoToMyPC can use a common shared secret for all listed users.

User Names and Shared Secrets

RADIUS User Hame

@ Provide uzer names for usersz listed below

() Use prefix of each user’s email address

RADIUS Shared Secret
@ Provide unique shared secrets for host PCs listed below

() Use common shared sacret:

=0

- Ernter user name #
Enter shared secret
Enter shared secret
Enter shared secret

] Enter user name

3 Enter user narme

[ Ernter user name

[ Ernter user name

[ Enter user name -

£ >

Cpen All | Close All

| Cancel || Save User and Host Settings |
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Note: The shared secret, also known as the encryption key, is used to encrypt the password contained in

the RADIUS message between the host PC and the RADIUS server. The shared secret is securely stored
in the host PC registry as sidsecret.

5. If specified, enter user names next to the email addresses (hame of the user in the

RADIUS database). Click the arrow next to an email address to modify the shared
secrets on a user’s host PCs.

6. Select Save Authentication Settings to complete step two.

To configure the RADIUS host PC from the host PC

1. Go to the host PC you want to enable for RADIUS, right-click the [F2] system tray
icon and choose Preferences.

2. Click the Authentication tab.

3. Click the Configure RADIUS button.

Ft Preferences - GoToMyPC

Host | Wiewer | Performance | Sound | Security | Suthentication | Printing | Connections

Access Code: Required

Your access code is always required, E-.%hange access Code., ., |

RADIUS: Required

To enhance security, wou must enter a RADIUS
authentication credential in addition to your access code,

To configure RADIUS authentication, conkack your Configure RADIUS, .,
administrator,

ik ] [ Cancel

Note: The Configure RADIUS button will only appear if you have selected the check box to “Show
RADIUS configuration in GoToMyPC preferences” in your Administration Center. The RADIUS option

may not show immediately and the user may need to wait a few minutes, or quit and restart GoToMyPC
Corporate, to access the RADIUS configuration.

4. On the Configure RADIUS dialog window, enter the RADIUS server name to the
list by entering its hostname or IP address, then click Add.

5. On the Configure RADIUS dialog window, enter your RADIUS user name (name
of the user in the RADIUS database).
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6. On the Configure RADIUS dialog window, enter the RADIUS encryption key (the
encryption key you entered when you created an Agent Host entry for this PC in
the RADIUS database).

Pt Configure RADIUS - GoToMyPC

RADILS servers User name:
192,165,032 user_name

Encryption key:

[ Test Configuration. .. ]

securid, example.com Add

[ Ok ][ Cancel ]

Note: GoToMyPC Corporate will default to port 1812. If during the Configuration of GoToMyPC Corporate
for use with RADIUS a port other than 1812 is needed, then the user should add the RADIUS server with
a port specification by adding a colon and the port (e.g. “:1645”) to the server name to explicitly set the
port.

Example: If the RADIUS server name is called "securid.example.com" and resolves to
IP address "192.168.0.32" but requires port 1645, then it should be added as either
"securid.example.com:1645" or "192.168.0.32:1645"

7. Click the Test Configuration button (make sure the user's RADIUS token is
available).
8. When configuration and testing is complete, click OK to save changes.

Note: Once the host PC has been configured, you should return to the Administration Center and
deselect the option to show this configuration option in Preference so users cannot change settings.

Alternative Method

An alternative method of entering the RADIUS information into the registry is to enter
the information via a registry patch.

To configure RADIUS using a registry patch

¢ Enter the following information into the host PC registry
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[HKEY_LOCAL_MACHINE\SOFTWARE\ GoToMyPC]

"siduser"="RADIUS user name"

"sidshared"="RADIUS encryption key"

"sidservers"="RADIUS servers, multiple servers need to be separated with "™
Example:

[HKEY LOCAL_MACHINE\SOFTWARE\ GoToMyPC]

"siduser"="johnco"

"sidshared"="ABCD"

"sidservers"="qa202:1212|qa201:1280"
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Configuring Signature Protocol

Signature protocol enables you to restrict GoToMyPC access to only those computers
on your corporate network that are registered to use your company’s GoToMyPC
Corporate account. It makes it easy to detect and selectively block the use of
unauthorized GoToMyPC accounts using a suitable perimeter security device (e.g.,
Checkpoint Firewall).

An alternative to signature protocol is the Authorization Management Service (AMS).
AMS enforces your GoToMyPC selective access policy based on host IP addresses. If
AMS is used, policy configuration and enforcement is done by GoToMyPC servers. For
more information about AMS, please contact your Account Manager.

Prerequisites:

¢ All GoToMyPC installations on your company’s network must be GoToMyPC
version 4.1 or later.

e You must request GoToMyPC to enable the signature protocol feature for your
GoToMyPC Corporate account. Contact your Account Manager to request that
signature protocol be turned on.

e A top-level administrator must turn on the signature protocol feature from the
Administration Center Web site.

e You must have perimeter security devices that monitor outgoing HTTP requests
made from within your company network. These devices must be capable of

application-level (HTTP) inspection and filtering.

We recommend Mac computers remain separate from groups enabled with

‘; The Signature Protocol feature is not available for Mac computers at this time.
Ma” Signature Protocol.
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Activate Signature Protocol

To activate signature protocol

1. Click the Manage Groups link in the left navigation bar.
2. Click the name of the top-level group.

Groups and Subgroups

ZYX Company Summary: 4 users vwith 1 of 5 PCs enabled

ZVE Company |4 users |1 PC)

F  Sales (0 users |0 PCs)

Add Group

3. On the Group Administration page in the “Group Settings” section, click the
Features link.

On the Features page, select or deselect the Sighature Protocol checkbox.
Click Save Settings.

Account Features

ok

Maximum PCs Per User (leave blank for unimied PCs I:I

Remember Me (Allow user one-cick access to GoTokyPC account.)

Signature Protocol (Include a company identifier in GoTolMyPC network packages.)

6. Click the Manage Account link in the left navigation bar to view the company ID
that has been assigned.

Account Status: Active Total PCs: 50
Account Level: Corporate 610 Enabled PCs: 4

Signature Protocol Company ID: 100-000-001

Contact your Account Manager for more information on Signature Protocol and how to
configure it for your organization.
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Authorization Management Service
(AMS) Exceptions

The GoToMyPC Authorization Management Service (AMS) is a free service that
prevents access to GoToMyPC on designated IP addresses. With GoToMyPC
Corporate, an administrator can create Viewer feature exceptions to a range of blocked
IPs for a specific duration. The administrator can configure Viewer access to the File
Transfer, Remote Printing and Clipboard Sharing features.

Create an AMS Exception

To enroll in AMS and block IP addresses, you must first complete an enroliment form
provided by your GoToMyPC Account Manager.

To create an AMS exception to a blocked IP address

1. From the Administration Center, click the Manage Account link in the left
navigation menu and then click Blocked IP Ranges.

2. From the Blocked IP Ranges page, click the Add Exempt User link at the bottom
of the page.

GOTOM}’PC Access Your PC from Anywhere.™

© Home Blocked IP Ranges for ZYX Company
" Manage Groups

Mariage Managars These are the |P ranges of campany computers thatyou have hlocked. Users who have GoToMyPC,

Manage Uzers GoToMyPC Pro or GoToMyPC Corporate accounts other than the one assigned by you will not be able 10
» Manage PCs register or install GoToMyPC on these compulers or connect o other computers from these addresses
*  Active Conneclions To modify the IP ranges, contactyour GoToMyPC account manager.

Generate Reportz

= Manage Account Blocked Hest IP Ranges

= Blocked P Renass g 82
o ek Blocked Host IP Ranges:
" R S Dioemain
TALALE Do 1016104 =101 6105

= Help
Contact
= LogOut
To alow & uzer to bypass the blocked Viewer IP ranges, cick Add Exemgt Uszer. To edit or delete an exemgt user,
click the user's emall address,
- Blocked Viewer IP Ranges:
:‘:’-, = e
- 101 6101 -101.6.905
SIGN US USERS
& Exempt Users Ewnpires
TR Mo sxempt uzers have been craated.
L e | pt

ODENERATE DERCOATE

Add Exemgpt Uaer
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3. On the New Exempt User page, enter the user’'s email address.
4. Set the expiration date for the exception and configure the allowed features.

Note: Allowable features must be accessible from the user’'s own account.
5. Click the Save Settings button to continue.

Email Address:
|JDhn.Sm'rth@Cnmpan'f Cam

Exemption expires at midnight on; | Fri, Dec 15, 2006 hd

Features Allowed: (if enabled in user's own account)
Remote Printing

File Transfer

Shared Clipboard

[ Cancel H oave Settings
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Modify or Delete an AMS Exception

Learn to modify or delete an AMS expception.
To modify or delete an AMS exception

1. From the Administration Center, click the Manage Account link in the left
navigation menu and then click Blocked IP Ranges.

2. Click the email address of the exempt user in the Exempt Users table.

3. From the Exempt User page, modify the feature or expiration settings and click
Save Changes.

4. To cancel an AMS exception, click the Delete button.

Email Address:
|JDhn.Sm'rth@Cnmpany Cam

Exemption expires at midnight on: | Fri, Dec 15, 2006 b

Features Allowed: (if enabled in user's own account)
Remate Printing

File Tranzfer

Shared Clipbaard

[ Cancel H oawe Settings
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Application Programming Interface

The GoToMyPC Corporate Application Programming Interface (API) offerings provide
the ability to integrate the management functions and reporting data of your GoToMyPC
Corporate accounts with your account administration and reporting applications.

These Web Services APIs enable you to programmatically access your GoToMyPC
Corporate accounts using standard Web services technologies, including HTTPS, XML,
SOAP and WSDL. There are two separate GoToMyPC Corporate API offerings
available:

e GoToMyPC Administrator API: These API calls provide the ability to
programmatically create, modify and delete users and groups in your GoToMyPC
Corporate account.

e GoToMyPC Reporting API: These API calls enable you to programmatically
access report data from your GoToMyPC Corporate account. Examples of report
data include user and guest activities, host and connection information and feature
settings.

Contact your GoToMyPC Account Manager to have an API enabled for your company.

Administrator API

The Administrator API provides seamless integration of GoToMyPC Corporate user
provisioning into your existing IT infrastructure. The ability to create or change the user
or manager settings of your GoToMyPC Corporate account from within your primary
management systems simplifies and streamlines the entire process of account
management. Integrating these management functions also provides you with the
opportunity to synchronize users from your GoToMyPC Corporate account with user
accounts from your other applications.

Reporting API

The Reporting API provides seamless integration of GoToMyPC Corporate reports and
session data with your support environment. Accessing your GoToMyPC Corporate
session information through the GoToMyPC Reporting API enables you to save and
maintain this information long term within your own local applications and provides you
with the ability to create your own integrated reports. The data you are able to access
programmatically is the same data you find in your current GoToMyPC Corporate online
reports.
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The Send Ctrl-Alt-Del feature on
Windows 7 and Vista

If the Send Ctrl-Alt-Del feature is not functioning on a host PC with Windows 7 or Vista
then the Secure Attention Sequence (SAS) may be disabled. The GoToMyPC user or

user’s IT Manager will need to complete one of the following procedures to enable the
Send Ctrl-Alt-Del feature.

Before you complete this procedure, please verify that the host PC has GoToMyPC 6.1
or later installed.

Enable GoToMyPC to send Ctrl-Alt-Del on Windows
Vista

Configure the Domain Group Policy or the Local Group Policy

In most cases, the IT administrator configures the Group Policy for the domain or sub-
domain. If the Group Policy for the domain is “Not Configured” or the computer is not on
a domain, then the local Group Policy may be configured.

Note: Only a domain administrator can modify the domain Group Policy.

Note: The domain Group Policy overrides the local Group Policy.
To configure the Domain Group Policy to allow GoToMyPC to send Ctrl-Alt-Del

1. Loginto a PC with Windows 7, Vista, Windows 2008 R2 or 2008 Server as a
domain administrator.
2. If using Windows 7 or Vista with Service Pack 1 or later, the Group Policy
Management Console may need to be installed and enabled:
a. From Windows 7, please download and install the Windows 7 Remote
Server Administration Tools. From Vista, download and install the Vista
Remote Server Administration Tools (RSAT) from Microsoft.
b. Inthe Control Panel, under Programs and Features, select Turn Windows
features on or off.
c. Navigate to Remote Server Administration Tools > Feature Administration
Tools and then check the box next to Group Policy Management Tools.
3. If using Windows 2008 R2 or 2008 Server, the Group Policy Management
Console may need to be installed or enabled:
a. Start the Server Manager.
b. In the Features section, select Add Features.
c. Check the box next to Group Policy Management.

4. Click the Windows 3 button.
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LAETAUIL FIUI TS

Select the search field and type

gpmc.msc to open the Group Administrative Tools *
Policy Management Console. J- See all results
In the left pane of the Group P Search the Internet S PR

Policy Management window,
click the arrow to expand the
forest until you have reached
your company’s domain.
Locate the Group Policy Object (GPO) in the domain or sub-domain that contains
the policy that is preventing GoToMyPC from sending Ctrl-Alt-Del.

Right-click the GPO and select Edit.

Continue with the instructions for changing the Group Policy for Software SAS.

Note: The domain Group Policy change may not take effect until the workstations are restarted. Use the
"gpupdate /force” command on each workstation to immediately enable the policy.

Note: We cannot determine of which domain you are a part. Please consult your IT administrator, as he
or she will have to change the domain-controlled group policy to enable sending Ctrl-Alt-Del commands.

To configure the Local Group Policy to allow GoToMyPC to send Ctrl-Alt-Del

wn

Log in to the specific Windows 7 or Vista PC as a local or domain admlnlstrator

Click the Windows 3 button.

Administrative Tools #

Select search and type D Sex all results

gpedit.msc to open the Group £ Search the Internet Help and Support

Policy Editor. I
Y P ————

Continue with the instructions e oo

for changing the Group Policy
for Software SAS.

Change the Vista Group Policy for Software SAS

To change the Group Policy for Software SAS

1.

In the left pane of the Group Policy Object Editor, navigate to Computer
Configuration > Administrative Templates > Windows Components > Windows
Logon Options.

Right-click the policy for Disable or enable software Secure Attention Sequence
and select Properties.

Select the appropriate setting and click OK to apply the setting.
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e Not Configured uses each computer’s local Group Policy if setting a
domain Group Policy. It is equivalent to "Disabled" if setting a local Group
Policy.

e Enabled enforces the Group Policy. GoToMyPC can send Ctrl-Alt-Del
unless the policy’s value is set to None.

e Disabled turns off the Group Policy. GoToMyPC can send Ctrl-Alt-Del.

wi Logon Options

Disable or enable software Secure  Setting State
Attention Sequeace i) Display information about previous logons during user logon  Not configured
i i i on Mot configured

Display Properties i -
5| Disable or enable software Secure Attention Sequence Mot configured

Requirements: ;
At least Windaows Vista Disabde or enable software Secure Attention Sequence Pmp-m
Desconption: [Satting '_|E
This policy setting controls whether —_—
or not software can simulate the o .
Secure Attertion Sequence (S45). = Disable or enable software: Secune Attention Sequence
I you enable this policy setting, you ) Mot Configured
hizve one of four options: N

@ Enablsd
If you set this policy setting () Drsaibled
to "Mone,” user mode software = = s
cannot sirmulate the SAS. Set which softwane is alowed to generate the Secure Atertion Sequence
If you set thes palicy setting

to “Services,” services can simulate
the SA%5,

I you set this policy setting to “Ease
of Access applications,” Ease of
Access applications can simulate the
SAS

I you set this policy setting

to “Services and Ease of Access
applications,” both services and Ease
of Access applications can simulste
the 545,

¥ you dizable or do nat configure this
setting, only Ease of Access
applications running on the secure
desktop can simulate the 545
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