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Set Up Federated Login for LastPass Using Azure Active
Directory

This guide provides setup instructions for using LastPass with Azure Active Directory
(Azure AD) for your LastPass Enterprise or LastPass Identity account.

Summary
LastPass supports the following provisioning features:

Create Users

Update User Attributes
Sync User Groups
Deactivate or Disable Users

Federated login for LastPass Enterprise and LastPass Identity accounts allows users to
log in to LastPass using their Azure AD account (instead of a username and separate
Master Password) to access their LastPass Vault.

System Requirements
The enable federated login for LastPass using Azure AD, the following is required:

e An active Premium subscription to Microsoft Azure AD

e An active trial or paid LastPass Enterprise or LastPass Identity account

e An active LastPass Enterprise or LastPass Identity admin (required when
activating your trial or paid account)

The LastPass Azure AD SCIM endpoint for federated login does not require any
software installation.

Before you begin...

e Itis required that you enable the “Permit super admins to reset Master
Passwords” policy for at least 1 LastPass admin (who is also a non-federated
admin) in the LastPass Admin Console. This ensures that all LastPass user
accounts can still be recovered (via Master Password reset) if a critical setting
is misconfigured or changed for federated login after setup is complete.

e |tis helpful to open a text editor application so that you can copy and paste
values that will be used between your LastPass Admin Console and the Azure
AD Admin portal.
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https://support.logmeininc.com/lastpass/help/reset-a-users-master-password-super-admin-lp010038
https://support.logmeininc.com/lastpass/help/reset-a-users-master-password-super-admin-lp010038

Step #1: Generate a Provisioning Token

1. Access the LastPass Admin Console by opening a web browser and navigating
to either of the following:
o For accounts using US data centers:
https://lastpass.com/company/#!/dashboard
o For accounts using EU data centers:
https://lastpass.eu/company/#!/dashboard
Enter your administrator username and Master Password, then click Log In.
Select Settings > Directory integrations in the left navigation.
Click on the Azure AD tab.
Under Connection, copy the URL and paste it into your text editor application.
Click the Create Provisioning Token to generate it, then copy the Token and
paste it into your text editor application.
Important: If you navigate away from the Azure AD tab within the Directory
Integrations page, the Provisioning Token will no longer be accessible through
the LastPass Admin Console. If the Token is lost, a new one can be generated,
but this will invalidate the previous code. Any process that used the old Token
will need to be updated with the new one. A new Provisioning Token can be
generated by navigating back to the Azure AD tab and clicking Reset
Provisioning Token.

ok ownN

LastPass«e«| Directory Integrations

AD Connector

AZURE AD

Automatically provision users 1o LastPass from your Azure Active Directory (AD) account by establishing a SCIM
connection. Capy the URL and bearer token below, and finish the setup process on Azure AD.

CONNECTION

URL

httpssazure-seim. lastpass.comifscimapis

Token

Directory integrations

Youw have not yert created your provisioning token. Click the link below to creare your token.
Make sure to save your token in a secure place, such as your wault. If you lese it you will need e
reset it here.

CREATE PROVISIONING TOKEN
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https://lastpass.com/company/#!/dashboard

Step #2: Configure Azure AD with LastPass

Once you have acquired the URL and Provisioning Token, you will need to enter them
into the Azure AD Admin portal.

1. Login to your Azure AD portal with your administrator account credentials at
https://portal.azure.com.

2. Navigate to Azure Active Directory > Enterprise Applications > New
application.

3. Click Create Your Own Application.

= Microsoft Azure £ search resources, services, and do<s (G+/)

Hame » Default Directary > Enterprise applications

Browse Azure AD Gallery (Preview)

. ~ Ny
- Create your own application o Request new gallery app 7 Gotfeedback?

B Click here to switch back ta the ald app gallery experience. =

# Search application Single Sign-on : All User Account Management : All Categories : All

Cloud platforms

Amazon Web Services (AWS) Google Cloud Platform Oracle
Google Cloud w
On-premises applications
Add an on-premises application Learn about Application Proxy Manage Apg

L e B m AT A rm B e amalla e rn ar e la S =y LEs A e N (O e
! ra Azure AD Application Proxy 10 enabis seours remois Learm Row 0 use Applicaton Prouy 10 provics securs ramone access Lorneliors a
acces: W0 YOUr Sf-pramisat applications. the outbound ¢

4. Enter a name for your application (LastPass) and click Create to create an app
object. The application object created is intended to represent the target app
(for which you would be provisioning and setting up single sign-on, not just as
the SCIM endpoint).

5. Select the radio button for the Integrate any other application you don't find
in the gallery option.
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https://portal.azure.com/

Create your own application X

What's the name of your app?

||n|JJt name I

What are you looking to do with your application?
O Configure Application Proxy for secure remote access to an on-premises application
O Register an application you're working on to integrate with Azure AD

@ Integrate any other application you don’t find in the gallery

Create

6. Select the Provisioning tab in the left navigation.
7. Click Get started.

Home > LogMeln USA Inc. » Enterprise applications | All applications > Add an application >

@) TD9573 Test | Provisioning

Entarprise Application

@
ﬂ Gaot a second? We would love your feedback on user provisioning. =

H ovenview
[ Deployment Plan

#. Diagnose and solve prablems

Manage

1Y Properties

o WO
Owners ‘ ’
Users and groups /

&8
&
3 Single sign-on . T - . :
Automate identity lifecycle management with Azure Active Directory
@ Provisioning . . o
Automatically create, update, and delete accounts when users join, leave, and move within your
EL Application proxy organization. Learn more;
' self-service ﬁ
Security
% Conditional Access What is provisioning? Plan an application deployment.

«b» Permissions Configure automatic pravisioning.

8. For Provisioning Mode, use the drop-down menu and select Automatic.
9. Under Admin Credentials, enter the following:
a. Locate the “Tenant URL” field and paste the URL you copied from the
LastPass Admin Console.

LastPass«.-| 5



b. Locate the “Secret Token” field and paste the Provisioning Token you
copied from the LastPass Admin Console.
10.Click Test Connection to have Azure AD attempt to connect to the SCIM
endpoint. If the attempts fail, error information is displayed.
11.1f the connection test succeeds, click Save to store the admin credentials.
12.Next, select Mappings.
13.Click Synchronize Azure Active Directory Users to <app name> to modify user
object mappings.

= Microsoft Azure £ Sparch resources, services, and docs [G+/)

Home > Legheln USAIne. > Enterpnse applications - All applications > Categories > Add an application > LagiPass Adrian Test1 - Provisioning

LastPass Adrian Testl - Provisioning
Emierpriae Application
X Discard
Test Connection
[0 Deployment Plan ! !

# Diagnose and soloe problems Hotification Email (3] -
__! Send an email notification when a failure coours
Manage
'I' Properties
& Qumees ~ Mappings
&5 Users and groups
ko] Single sign-on kappings
&) I‘ruuisiuning Mappings allow you to define how data showld flow between Azure Active Directory and customappsso,
o Name Enabled

T Application prosy

. Synchronize Azure Active Directorny Growps to customappsse Yes
< Self-service

Synchronize Azure Active Directory Lisers to customappsso Yes

Security

| Restore default mappings

% Conditional Access

d;n Permissions

D Token encrypiion

Activi

i Settings
D sign-ins Start and stop previsioning to LastPass Adrian Testl, and view provisioning status.
il Usage & insights [Preview)
o sudit lags - T on B

Pravisioning Status O On  (@EIY

1 Pravisianing lags (Preview)

MECBSE rEviews Current Status Statistics to date

Troubleshooting + Support

B virtual assistant [Preview)

14.Modify the User Attribute Mappings, as follows:
a) ExternallD - Use the objectlD attribute from Azure AD and set this
as a matching attribute with Precedence set as 1.

e Note: This should be the only mapping with any Precedence
set. In order to change the ExternallD Precedence to 1, you
may need to modify another attribute that might already
have a Precedence set to 1. After you find such attribute,
you can change its precedence from 1 to 2, then go back to
ExternallD and set its Precedence to 1. Finally, to remove
the Precedence entirely from the other attribute (now set to
2), you can now edit it once again and set the "Match
objects using this attribute” to No.

b) Active - The default Azure AD mapping can be used, or a custom
one which will be used to set the user as enabled/disabled in
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LastPass.

c) DisplayName - Use any property from Azure AD. This should be a
string which will be the synchronized user’s name in LastPass.

d) UserName - Map the user’s email address from Azure AD. Please
note that the userPrincipalName might not be equal to the email
address. In this case, use an attribute from Azure AD which
contains the email address the user will utilize and can read (e.g.,
Mail or in most cases, userPrincipalName should be fine).

Important: If you already have users in LastPass, their email address
MUST match the Azure AD attribute mapped to the userName value.
If this is not mapped correctly, a duplicate user will be created for
every existing user in LastPass.

Important: Only the 4 mappings (shown below) should be present
after editing, and must be configured correctly. You MUST delete all
extra mappings except for the ones listed below, otherwise you will
encounter synchronization issues.

— Microsoft Azure £ Search resources, services, and docs (G+/) EI
Home > LogMeln USA Inc. > Enterprise applications | All applications > LastPass EU | Provisioning > Py

Attribute Mapping

= s 4. Disca
Enabled
Y
. Yeg Mo )

Source Object (Azure Active Directory)

Liser ||

Source Objoct Scopo
All records

T.'..'._";r:t Ol:lin:-:t (customappsso)

urncietEparamsscimeschemasextensiorenterprise:2 0:User |I
Target Object Actions

Croate
[] Update
Delete

Attribute Mappings
Attribute mappings define how attributes are syncheonized between Azure Active Directory and customappsso

Azure Active Directory Attribute customappsse Attribute Matching precedence
objectld externalld 1

displayMame displayMarme

userPrincipalMarme userMarme

Switch([lsSaftDeleted], , "False”, "True®, "True®, "False”)  active

15.Modify the Attribute List, as follows:
a. Check the box for Show advanced options at the bottom of Attribute
Mapping.
b. Click Edit attribute list for <app name>.
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Show advanced options

Supported Attributes
Wiew and edit the list of attributes that appear in the source and target attribute lists for this application.

The attribute list for Azure Active Directory is up to date with all supported attributes. Request additional attributeg

Edlit attribute list for custamappsso

c. Inthe Edit Attribute List, make the following selections:

e Name = id, Type = String - Check the boxes for Primary and
Required

¢ Name = active, Type = Boolean - Do not check the box for
Required *** Please see steps below if the "Active”attribute is
not listed

e Name = userName, Type = String - Check the box for
Required

e Name = externallD, Type = String - Check the box for
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Required
d. Click Save and return to Attribute Mapping.

Important: Only the 4 mappings (shown below) should be present
after editing, and must be configured correctly. You MUST delete all
extra mappings except for the ones listed below, otherwise you will
encounter synchronization issues.

= Microsoft Azure B Sgarch resources, strvices, and docs (G+/) |

Home » LastPass EU | Provisioning * Provisicning > Attribute Mapping >

Edit Attribute List

5 save 3 Discard

customappsso User Attributes

Mame Type Primary Key? Required?
id String
active & Boolean

displayMame string

title String

emails[lype eq "work lvalue String

preferredLanguage String

userMame String
name.givenhame String

name familyName String

name formatted String

addresses[type eq “work"].formatted String

addresses[type eg “work ] streetAddress Btring

addresses[type eq “work "] locality String

addresses[type og “work "] region String

addressestype eq "work"] postalCode string

addresses[type eq “work .country String

addressestype eg "other ] formatted String

phoneMumbers[type eq “work”|value String

phoneMumbers[type eq “maobile”]value String

phoneMumbers[type eq “lax"| value String

externalld String

*** If the "Active” attribute is not listed under Attribute
Mappings, you can create the mapping by doing the following:

i.  Under "Supported Attributes” click Edit attribute list
for <app name>.

ii.  Within the "Edit Attribute List” page, at the bottom of
the list of attributes, type Active in the first empty
field, then use the next field’s drop-down menu and
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select Boolean.
iii. Click Add Attribute, then click Save.
iv.  Back on the Attribute Mapping page, below your
existing user attributes, click Add New Mapping.
v. On the Edit Attribute card in the right navigation,
enter the following information:
e Mapping type = Expression
e Expression = Switch([IsSoftDeleted], ,
"False", "True", "True", "False")
e Target attribute = active
e Match objects using this attribute = No
e Apply this mapping = Always
vi.  Click OK.

Edit Attribute ®

A mapping lets you define how the attrbutes in one class of Azure
AD abject (eg, Users) sheuld flow to and from this application,

Mapping type ©
| Expression |

Expression (O

Switch([lssoftDeleted], , “False”, “True”, “True”, "False™)

Enter an expression

Default value if null (eptienal) ©

Target attribute * @
active v

Mateh objects using this attribute

|ND b

Matching precedence (0
0

Apply this mapping (O

| Abways ~
\ Switch{llsSoftDeleted), , “False”, "True®, "True®, "False™)  active

Acdd Mew Mapping #

16.Under the "Attribute Mapping” section, Azure may have created mappings
already, but those can be modified and/or deleted.

Important: Only the 4 mappings should be present after editing, and must

be configured correctly. You MUST delete all extra mappings except for
the ones listed below, otherwise you will encounter synchronization issues.
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17.Click Save, then return to the Provisioning settings and select Mappings
(from Step #10 above).

18.Click Synchronize Azure Active Directory Groups to <app name> to
modify group object mappings.

Home > LogMeln USAIne. > Enterprise applications - All applications » Categaries > Add an application > LasiPass Adrian Test1 - Provisioning
LastPass Adrian Test1 - Provisioning
Emterprae Application
e X Discard
B Ovendew .
Test Connection
(I} Deplayrnent Plan : !

K Dingnose and o problems Haotification Email {;): ~
Manage _| Send an email notification when a failure ocours

! Praperties

L& Cwners

« happings

&8 Users and groups

3 Single sign-on Mappings

Mapgings allow you to defing how data should fow Bebtween Azure Active Directory and customappisa,
Mamae Enabled

2 Provisioning

2 Application prosy

| Synchronize Azure Active Directory Growps to custermappsse

G Self-service

Synchronize Azure Active Directory Users to custemappsso
Security

|| mestore default mapgpings
% Conditional Access U pRing

A Permissions

@ Token encryption

Activi

o Settings
D Sign-ins Start and stop previsioning to LastPass Adrian Testl, and view provisioning status,
il Usage & insights (Preview)
E Auvditlogs L P e

Provisioning Status O On  (EL)

& Provisioning logs (Preview)

AEEESE FREwd Currant Status Statlsties to date

Troublesheating + Support

B virtual assistant (Previes)

19.Next, modify group object mappings as follows:
a) Check the box for Show advanced options at the bottom of
Attribute Mapping.
b) Click Edit attribute list for <app name>.
c) In the Edit Attribute List, make the following selections:
e Name =id, Type = String - Check the boxes for Primary and

Required

e Name = externallD, Type = String - Check the box for
Required

¢ Name = displayName, Type = String - Check the box for
Required

e Name = members, Type = Reference - Check the box for
Multi-Valued, then set referenced objects for:
o urn:ietf:params:scim:schemas:core:2.0:Group
o urn:ietf:params:scim:schemas:extension:enterprise:2
.0:User
d) Click Save and return to Attribute Mapping.
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Attribute Mapping

x Edit Attribute List

H Hiore X Doued
Customappsso Group Attributes
o R L PRIMAR . REQAER_.  MAT DAL . AR LCPRISSION
id £ining b i
. b
M mecoros externald S:rr-g Ll
dEplaytlame £ning o
M e Raferirde w Prirey Rege |+ Mult Exac

Taegpet Object Actions

Attribute Mappings
Afrribute ruppngs defing how Mtributes ane symchronized between Azune At
Directory and customappsso

ATUFRL ACTIVE CIRLCTORY ATTRBUTL CUSTORMAPFS...  MATCHING .

objectid extermalid 1

EEFERINCID DRI

2 itlected W

W urndgtf paramscimes chamanoone2 GIoun
urreltpard e s S ree OGS il
urnietparamacsameschsemascone:2 CrGroup et ernalid

prragbtparamdcsomeschamascone2 Growp caplayhiame

+ | urndietfparamascmeschemas e ensionarteprise2 orlber
prragilpargmdsonechamanpaengiongeleprned Sl sd
urndettparimdim sk ma s ensisnert i pris 2 LA S Ctve

urnigttparamrcsomeschemasedensionenteprise:2 User displayame

v fee the onbne documentaton on stinbuie sdtang

20.Under the "Attribute Mapping” section, Azure may have created mappings
already, but those can be modified and/or deleted.

Important: Only the required 3 mappings should be present after editing,
and must be configured correctly. You MUST delete all extra mappings
except for the ones listed below, otherwise you will encounter

synchronization issues.

21.Modify the Group Attribute Mapping rules as follows:

a)

ExternallD - Use the objectID attribute from Azure AD and set this

as a matching attribute with Precedence set as 1. This should be
the only mapping with any Precedence set.

b)
c)
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DisplayName - Use any attribute for group name.
Members - User members from Azure AD.
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Attribute Mapping b4

Faurie Qpedt 2dpe 5

All records

Target Qlyject Actions

| Create
v | Update

| Delete
Attribute Mappings

aftribute mappings define how attributes are synchronized between ATure Astive
Directosy and customappsso

ATURE ACTIVE HRECTORY ATTRIBUTE CUETOMAPPS..  MATCHING

ohbjectid externalid 1

displayMName displayhiame

members mambers | pecte |

Add Mew Mapping

22.Click Save, then return to the Provisioning settings.

23.Under Settings, the Scopefield defines which users and or groups are
synchronized. Selecting Sync only assigned users and groups
(recommended) will only sync users and/or groups assigned in the
Users and groups tab.

e Note: If syncing only assigned users and groups (recommended), be
sure to select the Users and groups tab and assign the users and/or
groups you wish to sync.

24.0nce your configuration is complete, enable the Provisioning Status by
clicking On.
25.Click Saveto start the Azure AD provisioning service.
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Step #3: Capture the Application ID and OpenID Connect from Azure

AD

=

In the Azure AD portal, navigate to your directory.

2. Select App registrations in the left navigation, then select the name of your
app. You will then be redirected to the Overview page.

3. With Overview selected in the left navigation, copy the Application (client) ID

field contents and paste it into your open text editor.

4. Click Endpoints in the top navigation to expand the menu on the right.
5. Copy OpenlD Connect metadata document field contents and paste it into your

open text editor.
6. Proceed to the next step below where these items will be used.

e

5 LF EL A1

B Ciprvrs
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M
= vy
2 dutermomon
Cartih o A ol
T porfigge phon (prreeed
i paranra
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B et
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P et
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B e el Sk et r e e A et
e Moot vty el o (e gy
e
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Step #4: Configure Federated login settings in LastPass

Hw

Federated Login

Active Diregtany Federated Services [(ADFS) Arure AD Okra Faderated Usars

Go back to the LastPass Admin Console, then select Settings > Federated login
in the left navigation.
Select the Azure AD tab, then enter the following:
e |n the "Directory (tenant) ID" field, paste the OpenlD Connect metadata
document from Step #3 (in the previous section).
e In the "Application (client) ID" field, paste the Application (client) ID
from Step #3 (in the previous section).
Check the box for Enabled.
Click Save Settings when finished.

Provision users to LastPass from your Azure Active Directony. They'll log in to LastPass with their AD credentials instead of their
master password.

Follow these instructions.

COMFIGURE AZURE AD

Complete this form using infermation from your Azure portal.

https:ffleginmicreseftonline comfEmmm = 2.0 well-knownjepenid-configuration

Enabled

SAVE SETTINGS
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Step #5: Configure a Redirect URI in Azure AD

Har

1. Inthe Azure AD portal, select App Registrations, then select your <app name>.
2. Click Authentication in the left navigation.
3. Click Add a platform.
4. Select Web.
5. Add the first Redirect URI, as follows:
e For the Type column, use the drop-down menu and select Web
e For the Redirect URI column, enter either of the following:
i. For accounts using US data centers:
https://lastpass.com/passwordreset.php
ii. For accounts using EU data centers:
https://lastpass.eu/passwordreset.php
6. Click Configure.
7. Under the Web section, enter the second Redirect URI as follows:
e https://accounts.lastpass.com/federated/oidcredirect.html
8. Click anywhere outside of the field to add the second URI.
9. Under the Implicit Grant settings, check the boxes to enable the following

settings:

e Access tokens
e |D tokens
10.Click Save when finished.

ne > LogMeln USA Inc. | App registrat

ions >

5) LastPass EU | Authentication =

=

&

Search {Cmd+/) | =

Cwerview

Quiickstart

# Imegration assistant [preview)

Manage

3

e
.

=

= Branding

Authentication
Certificates & secrets
Token configuration
APl permissions

Expose an AFI

B! Owners

a2 Roles and administrators (Preview)

m

Manifest

Support + Troubleshoating

rd

Troubleshoating

Mew support request

Save % Discard 7 Got feadback?

Platform configurations

Depending on the platform or device this applicati it
redirect URIS, specific authentication settings, or fields specific to the platform.

Fadd a platferm |

-~ Web

Redirect URIs

The URIs we will accept as destinations when returning authentication respenses (tokens) after successfully authenticating users. Also referred to as reply URLs. Learn
more about Redirect URIS and th

A This app has implicit grant settings enabled, If you are using any of these URIS in a SPA with MSALJs 2.0, you should migrate URIs, —

1eir restrictions =

is targeting, add

ion may be required such as

Docs

php

https:/faccounts lastpass.com/federated foidcredirect html

Aded LRI

Logout URL

This is where we send a request to have the application clear the user's session data, This is required for single sign-out to

work correctly.

.. hitps://fmyapp.com/legaut

Step #6: Configure API permissions in Azure AD

hPLpE

permission settings:

LastPasse--|

In the Azure AD portal, select APl permissions in the left navigation.
Click the Add a permission button, then select Microsoft Graph.

In the right navigation, select Delegated permissions.
Under the Permission menu, check the boxes to enable the following
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https://lastpass.com/passwordreset.php
https://lastpass.eu/passwordreset.php
https://accounts.lastpass.com/federated/oidcredirect.html

e email
e openid
e profile

- BV

Herme » LPEUAL « AR peimistiond Request AP permissions
= LP EU AT - AP permissions
'& Microsodt Graph

£ Search imd e - L) ety hitgsfigrash menosatiom! Doey 7
Wihat type of permissions does your soplication regeine?
- -
) Configured permissians Driegated prrmisriors P
§ euiira Applzasum wre sutioticed 1o call APH when they are g Fiou sppdcation reeds 1o 200s D AR i the sigrend s Wionit Boplelation navt 4% 3
all st parmitions. the application nesdt. Leam mare s Hgned-in waer,
periion | semincomsen
= g L a wuon Grang i v —
3D Muthentication AP Prrmindany name Tpe | Tipesouens
T Ceriidcates & secrets o WErameh Gragh {51 IPermiidien Ad
I Taicen configueation [ponvira] emal Delega emal
& W A £ SR ()
AP pemristine e Dl
o cifine_acces
& Expose an A profie Drlega PASifLER BELES 08 Rl o e it i et 10 D)
B Gumens Unt Pt Delega I @ s I
- . . Sient arieri i
e Boley amd sdminntiaten [Prea Uvaw EpsdWrrie Dufega
profle
I nanitest I & Vo uriae” B pcsile. (31 I
Seppart » Troublestaating ¥ heearilidew
£ Troubleshaoting » Aedmintitratheelinil
& Mew wepport request * greementhucegtance
¥ Agreement
» Aaiytics
> AEpCanale]
¥ dpplaaon
* AppRolefaiignment
> Agpreval Requedt
¥ daatatl o

5. Under the User menu, check the boxes to enable the following user settings:
e User.Read
e User.ReadWrite

6. When finished, click Add permissions.
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o RS

Homa > LPEUAT - AP| permissions
- LP EU AT - AP permissions

L Saarch (Cmd+

B Overview

& Cuickstan

Maruge

= Branding

D muahentication

! Cerificates & secrets

I! Taken configuration (previes)
AP PG
Expose an AP

Crarars

ne 4

Rodes amd aadrnermitrnioes [P .

Es

Suppan + Troubleihaating
22 Teoubleshooting

& Wew support request

Request APl permissions

Configured permissians
Applicationd ane suthorized 10 call APH whin they ane g

all the pevmissions the application nesds. Learn more ab
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7. Under Configured Permissions, click Grant <your LastPass application name>
to finish configuring API permissions for your LastPass app.
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Step #7: Add users to the LastPass app in Azure AD

1. In the Azure AD portal, with your LastPass application selected, go to
Overview > Enterprise applications in the left navigation.

Select your newly created LastPass application.

Select Users and groups in the left navigation.

Click Add user.

Locate each of the users and/or groups in the list, then click Select to grant
access to the LastPass app.

uhobd

Home > LogMeln USA Inc. » Enterprize applications - All applications > LP EU A1 - Users and groups
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Security

Step #8: Set up Multifactor Authentication on Azure AD (optional)

If desired, you can set up Multifactor Authentication at the Azure AD (Identity
Provider) level.
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https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/app-based-mfa
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/app-based-mfa

You're all set!

You have successfully set up your LastPass Enterprise or LastPass Identity account to
use federated login with your Azure Active Directory. All of your newly populated
federated users will receive a Welcome email informing them that they can now log in
to use LastPass. Please note that your LastPass users must log in using the LastPass
web browser extension in order to use federated login for their Azure AD account
with LastPass.

e To learn more about deploying the LastPass web browser extension to your
organization, please see Install LastPass Software Using the Admin Console.

e To see your end users' experience, please see Federated Login Experience for
LastPass Users.

e If your end users have linked personal accounts associated with their federated
login account, please see How do | verify my linked personal account?

e To convert a non-federated user to a federated user, please see How do
| convert an existing LastPass user to a federated (Azure AD) user?

Troubleshooting & Tips

e |tis required that you enable the “Permit super admins to reset Master
Passwords” policy for at least 1 LastPass admin (who is also a non-federated
admin) in the LastPass Admin Console. This ensures that all LastPass user
accounts can still be recovered (via Master Password reset) if a critical setting
is misconfigured or changed for federated login after setup is complete.

Contact Us

If you have not started a LastPass Enterprise or LastPass ldentity trial, please contact
our Sales team at lastpass.com/contact-sales for more information.

For additional help, please see Set Up Federated Login for LastPass Using Azure
Active Directory, and if desired, select a contact option at the bottom of the article.
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https://support.logmeininc.com/lastpass/help/install-lastpass-software-using-the-admin-console-lp010069
https://support.logmeininc.com/lastpass/help/federated-login-experience-for-lastpass-enterprise-users-lp010056
https://support.logmeininc.com/lastpass/help/federated-login-experience-for-lastpass-enterprise-users-lp010056
https://support.logmeininc.com/lastpass/help/how-do-i-verify-my-linked-personal-account
https://support.logmeininc.com/lastpass/help/how-do-i-convert-an-existing-lastpass-enterprise-user-to-a-federated-azure-ad-user
https://support.logmeininc.com/lastpass/help/how-do-i-convert-an-existing-lastpass-enterprise-user-to-a-federated-azure-ad-user
https://support.logmeininc.com/lastpass/help/reset-a-users-master-password-super-admin-lp010038
https://support.logmeininc.com/lastpass/help/reset-a-users-master-password-super-admin-lp010038
https://support.logmeininc.com/lastpass/help/reset-a-users-master-password-super-admin-lp010038
https://www.lastpass.com/contact-sales
https://support.logmeininc.com/lastpass/help/how-do-i-set-up-federation-services-for-my-lastpass-enterprise-account-using-azure-active-directory
https://support.logmeininc.com/lastpass/help/how-do-i-set-up-federation-services-for-my-lastpass-enterprise-account-using-azure-active-directory
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