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Set Up Federated Login for LastPass Using Azure Active
Directory

This guide provides setup instructions for using LastPass with Azure Active Directory
(Azure AD) for your LastPass Enterprise or LastPass Identity account.

Summary
LastPass supports the following provisioning features:

Create Users

Update User Attributes
Sync User Groups
Deactivate or Disable Users

Federated login for LastPass Enterprise and LastPass Identity accounts allows users to
log in to LastPass using their Azure AD account (instead of a username and separate
Master Password) to access their LastPass Vault.

System Requirements
The enable federated login for LastPass using Azure AD, the following is required:

e An active Premium subscription to Microsoft Azure AD

e An active trial or paid LastPass Enteprise or LastPass Identity account

e An active LastPass Enterprise or LastPass Identity admin (required when
activating your trial or paid account)

The LastPass Azure AD SCIM endpoint for federated login does not require any
software installation.

Before you begin

e Itis required that you enable the “Permit super admins to reset Master
Passwords” policy for at least 1 LastPass admin (who is also a nhon-federated
admin) in the LastPass Admin Console. This ensures that all LastPass user
accounts can still be recovered (via Master Password reset) if a critical setting
is misconfigured or changed for federated login after setup is complete.

e |tis helpful to open a text editor application so that you can copy and paste
values that will be used between your LastPass Admin Console and the Azure
AD Admin portal.

LastPasse--| 2


https://support.logmeininc.com/lastpass/help/reset-a-users-master-password-super-admin-lp010038
https://support.logmeininc.com/lastpass/help/reset-a-users-master-password-super-admin-lp010038

Step #1: Generate a Provisioning Token

1.

ok ownN

Access the LastPass Admin Console by opening a web browser and going to

https://lastpass.com/company/#!/dashboard.

Enter your administrator username and Master Password, then click Log In.

Select Settings > Directory integrations in the left navigation.

Click on the Azure AD tab.

Copy the URL and paste it into your text editor application.

Click the Create Provisioning Token to generate it, then copy the token and

paste it into your text editor application.
Note: If you navigate away from the Azure AD tab within the Directory
Integrations page, the Provisioning Token will no longer be accessible through
the LastPass Admin Console. If the Token is lost, a new one can be generated,
but this will invalidate the previous code. Any process that used the old Token
will need to be updated with the new one. A new Provisioning Token can be
generated by navigating back to the Azure AD tab and clicking Reset
Provisioning Token.

LastPass««:| Directory Integrations

AD Connecior Azure AD Okta Onelogin

AZURE AD

Automatically provision users (o LastPass from your Azure Active Directory (AD) account by establishing a SCIM
connaction. Copy the URL and bearer token below, and finish the setup process an Azure AD.

Setup instructions

CONMNECTION

URL

hitps:Aazure-scim.lastpass.comyscimapi/

Token

Directory integrations

Yaou have not yel creatad your provisioning token Click the link below to creare your token,
Make sure to save your token in a secure place, such as your vault. If you lose it, you will need o
reset it here.

CREATE PROVISIONING TOKEN
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Step #2: Configure Azure AD with LastPass

Once you have acquired the URL and Provisioning Token, you will need to enter them
into the Azure AD Admin portal.

1. Login to your Azure AD portal with your administrator account credentials at
https://portal.azure.com.
2. Navigate to Azure Active Directory > Enterprise Applications > New
application > All > Non-gallery application.
3. Enter a name for your application (LastPass) and click Add to create an app
object. The application object created is intended to represent the target app
(for which you would be provisioning and setting up single sign-on, not just as
the SCIM endpoint).
Select the Provisioning tab in the left navigation.
For Provisioning Mode, use the drop-down menu and select Automatic.
Under Admin Credentials, enter the following:
a) Locate the “Tenant URL” field and paste the URL you copied from the
LastPass Admin Console.
b) Locate the “Secret Token” field and paste the Provisioning Token you
copied from the LastPass Admin Console.
6. Click Test Connection to have Azure AD attempt to connect to the SCIM
endpoint. If the attempts fail, error information is displayed.
If the connection test succeeds, click Save to store the admin credentials.
Next, select Mappings.
First, modify user object mappings with the following:
a) Check the box for Show advanced options at the bottom of Attribute
Mapping.
b) Click Edit attribute list for...

vk

0 o N

LastPasse--| 4


https://portal.azure.com/

Attribute Mapping O X

H b4

Source Object Scope

All records

Tanget Obgect Actions

-u’ Create
|+ Update
|| Delate

Attribute Mappings

attribute mappings defing how attributes are synchronized between AzZure Active
Dirgctory and customappsso

AIURE ACTIVE DIRLCTORY ATTRIBUTE CUSTOMARPS..  MATCHING ..

objectid externalld 1

Switch([IssoftDeleted]. . “False™, "True”, "Tr active m
displayMame desplayMame m
userPrin:ipaIName useriame Delete
Join(" °, [givenMame], [surname]) name.forma... m

Add Mew Mapping

show advanced options

Supported Attributes

Wiew and edit the list of attributes that appear in the source and target attribute lists for
this application.

The attnbute list for zure Active Directory is up to date with all supported attnbutes.
Request additional attributes you would like to see supported here.

Edit attribute list for customappsso

c) In the Edit Attribute List, make the following selections:
e Name = id, Type = String - Check the boxes for Primary and

Required

e Name = userName, Type = String - Check the box for
Required

e Name = externallD, Type = String - Check the box for
Required

Click Save and return to Attribute Mapping.
d) Click Save and return to Attribute Mapping.
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Edit Attribute List O x

|.:| tave X Discard

customappsse User Attributes
HAME TYRE PRIMAZ,., RECHMR.. MULTI-.. EXACT.. APIEXPRESSION REFERENCED OBJE...
id String v v m
active Eoolean m
digplayMame String m
usarbamea String ¢ m
axternzlld String v m

10.Set 4 Attribute Mapping rules. By default, Azure may have created
mappings already, but those can be modified or deleted if needed. Only
the required 4 mappings should be present after editing, and must be
configured correctly:

a) ExternallD - Use the objectlD attribute from Azure AD and set this
as a matching attribute with Precedence set as 1.

e TIP! This should be the only mapping with any Precedence
set. For any existing mapping you have set with a
Precedence, set that mapping’s Precedence to greater than
1, then create the ExternallD mapping outlined above and
delete all unneeded mappings.

b) Active - The default Azure AD mapping can be used, or a custom
one which will be used to set the user as enabled/disabled in
LastPass.

c) DisplayName - Use any property from Azure AD. This should be a
string which will be the synchronized user’s name in LastPass.

d) UserName - Map the user’s email address from Azure AD. Please
note that the userPrincipalName might not be equal to the email
address. In this case, use an attribute from Azure AD which
contains the email address the user will utilize and can read (e.g.,
Mail or in most cases, userPrincipalName should be fine).

WARNING! If you already have users in LastPass, their email
address MUST match the Azure AD attribute mapped to the
userName value. If this is not mapped correctly, a duplicate user
will be created for every existing user in LastPass.

LastPasse--|



1 how the atiribubes in o

Attribute Mapping X Edit Attribute ]

Hsave X Discard Mapping type @

= Diirect o

" SOuUrCe attnbute

& Olbiact Seans objectid w

Al records Default value if null (opticnal) @

b * Target attnbute @
extarnalld L
Target QObject Actions
| Create atch oby uging this attribute
| Update Yes ~
| Delete
atching precedence @
Attribute Mappings 1
Attribute mappings defing how attnbutes are synchronized between Azure Active
Directory and customappsso Apply this mapping @
AZURE ACTIVE DIRECTORY ATTRIBUTE CUSTOMAPPS.. MATCHING o Alveays
objectid externalid 1
Switchi[IssoftDeleted], , “False™, “True™, “Tr active m
displayMame displayMame m
userPrincipalMame usarhlame

add New Mapping

11.Click Save, then return to the Provisioning settings and select Mappings
(from Step #9 above).

12.Next, modify group object mappings as follows:

a) Check the box for Show advanced options at the bottom of

Attribute Mapping.
b) Click Edit attribute list for....
c) In the Edit Attribute List, make the following selections:
e Name =id, Type = String - Check the boxes for Primary and

Required

e Name = externallD, Type = String - Check the box for
Required

¢ Name = displayName, Type = String - Check the box for
Required

e Name = members, Type = Reference - Check the box for
Multi-Valued, then set referenced objects for:
o urn:ietf:params:scim:schemas:core:2.0:Group

o urn:ietf:params:scim:schemas:extension:enterprise:2
.0:User
d) Click Save and return to Attribute Mapping.
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Attribute Mapping

x Edit Attribute List

H X Hime X Doceed
customappsso Group Attributes
) haMr ™ FRIMAR . REQGUIR.  MULTL  ENACT . AP IXPRISSION EEFERINCND DR
a2 5'.I'|l'9 L4 Ed
Seurce Objest Saope 3
Al records externalid Sring L]
displayPlame tiring #
M erenbers Faferrce w Prim Redu || Mt Exac 2 oelected v

Tafget Qbgedt Ao

Attribute Mappings

Altribute Fappags dehing P Mlrbules sid Symehronized between Afure 2l

Directory and customappssa

AZURL ACTIVE CARLETORY ATTREUTE

abyctid

+ | rnietfparanrescmeschamasoone2 Groun
PRl param AP L cred (Gt
urniett paramisameschemas:core-2 frGmupextemalid
erninttparamsomeschamassone2 DoGoup dhplayilaene
urniettpararicmeschemayisorect Srlup memibern

' urniettparamecsameschemasexiensionenterprices2 CrUser
[EUELeR 2 T T s T ts e R A TR o e T T ]

CUSTOMAPPS... MATCHING - urraettparardam e ma dea Ensionert e prist2 B U e ctve

urnietfparamscimeschemasedensionerterprise: Olserdisplayiiame

externabd 1 T » See the cnline doCumentation on stinbute ectng.

e sy of

13.Set 3 Attribute Mapping rules, as follows:
ExternallD - Use the objectID attribute from Azure AD and set this

a)

b)
c)

LastPass«««|

as a matching attribute with Precedence set as 1. This should be

the only mapping with any Precedence set.

DisplayName - Use any attribute for group name.

Members - User members from Azure AD.

Attribute Mapping

es MNa

Source Obyest SLope

All records

Target Object Actions
] create
| Update
v | Delete

Attribute Mappings

Aftribute mappings define how attributes are synchrenized Between ATure Active
Directory and customappsso

AZURE ACTIVE BIRECTORY ATTRIBUTE CUSTOMAPPS...  MATCHING _
ohjectid externalid i Dedete
displayMame displayhame [

members mambers | pete

Add MNew Mapping




14.Click Save, then return to the Provisioning settings.

15.Under Settings, the Scopefield defines which users and or groups are
synchronized. Selecting Sync only assigned users and groups
(recommended) will only sync users and groups assigned in the Users
and groups tab.

16.0nce your configuration is complete, enable the Provisioning Status by
clicking On.

17.Click Save to start the Azure AD provisioning service.

18.If syncing only assigned users and groups (recommended), be
sure to select the Users and groups tab and assign the users
and/or groups you wish to sync.

Step #3: Capture the Application ID and OpenID Connect from Azure
AD

=

In the Azure AD portal, navigate to your directory.

2. Select App registrations in the left navigation, then select LastPass. You will
then be redirected to the Overview page.

3. With Overview selected in the left navigation, copy the Application (client) ID
field contents and paste it into your open text editor.

4. Click Endpoints in the top navigation to expand the menu on the right.

5. Copy OpenlD Connect metadata document field contents and paste it into your
open text editor.

6. Proceed to the next step below where these items will be used.

Home » logmeinaccountsapideiogmei (Default Directory] - App registrabons [Preview) 3 LastRass I Endpaints
LastPass e
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Step #4: Configure Federated login settings in LastPass

1. Go back to the LastPass Admin Console, then select Settings > Federated login
in the left navigation.
2. Select the Azure AD tab, then enter the following:
e In the "Directory (tenant) ID" field, paste the OpenlD Connect metadata
document from Step #3 (in the previous section).
e In the "Application (client) ID" field, paste the Application (client) ID
from Step #3 (in the previous section).
Check the box for Enabled.
Click Save Settings when finished.

Hw

Federated Login

ry Federated Sendces (ADFS) Azure AD Okta Federated Lsers

Provision users to LastPass fram your Azure Active Directory. They'll log in to LastPass with their AD credentials
instead of their m. pascword,

Follow these instructions

CONFIGURE AZURE AD

Complete this form wsing information from your Azure portal.

htps:iloginmicrosoftonline.com3dac043-8bd - Sethv2.0l

aeTfhdd2-ad5r4TbT

Enabed
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Step #5: Configure a Redirect URI in Azure AD

1. In the Azure AD portal, with your LastPass application selected, select
Overview in the left navigation.
Under Redirect URI in the upper-right navigation, click Add a Redirect URI.
Add the first Redirect URI, as follows:
e For the Type column, use the drop-down menu and select Web
e For the Redirect URI column, enter
https://lastpass.com/passwordreset.php
4. Add the second Redirect URI, as follows:
e For the Type column, use the drop-down menu and select Web
e For the Redirect URI column, enter
https://accounts.lastpass.com/federated/oidcredirect.html
5. Under the Advanced settings, check the boxes to enable the following settings:
e Access tokens
e |D tokens
6. Click Save when finished.

N I

2.
3.

& Heme * logmeinaccoy g ectany) < App regivirations (Preview] 3 LintPass - authentication
= Create s rescurse LastPass - Authenticatien
A Home o
* x Dacard | W Got feedback?
(Bl Bashboard B cnenew
i e 4 guidun Redirect URls
RIS

Thir URIS that we wi

Mo 35 CaStinations whan rahaming Juthentication responses (okensh after sucoessfully sutheesicatiog users. Also rafemed to 25 raply URLL
s g LeaEn mong aboul & peort for web, mobsle and detkiop chents [
21 AN reounes
B Erndeg
2
%) Redaee gidups ™ EAC4RICT URR
i D autmantication
=2 hpp Senvited Cartficates friacrets Wit it/ acoonnis lam pakscomyTadien e joudoredigct Friml ]
* Funeticn App § — [ —
B AP peniisticed it g/ RpaER oo pisaodreret che ]
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2 Help < suppont

Imnpstizit grant
Allows an application & request a token directly from the authorization endpeint. Recommended crly if the
apphcation has a singlt page architecture (574), has no backend components, or invoikes 2 Web A5 via Jiasanipt.
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Step #6: Configure API permissions in Azure AD

In the Azure AD portal, select APl permissions in the left navigation.
Click the Add a permission button, then select Microsoft Graph.
In the right navigation, select Delegated permissions.
Under the Permission menu, check the boxes to enable the following
permission settings:

e email

e openid

e profile

- m=

Homa 3 logrmarustoutiapkmiogrm (e et Dirsctony] - App regitmions [Frvies) P L3cPan. - kM permsisom Request APL permitsiens
LastPass « AP perenissions

pPOdMDR

x
[ Q- AP permissicns
1 Pl Hiiat e sl v |

s cokgtan Applicyins ey stherized 45 vk AP by reqatEing paTmiane. Thesh EAmEREnT Bhow s ¢ Whal typs 4f permiidions dodi your apelisation requite]

EETLGERY MHA

) ) Telegabrd per ey I,
Mg t At prveraies | it B P B SO0 ok AP T el i it B P i

) Aol

B Bracding A e A b e (ST
D sarpaipEe I

Pl o] el ] Sl ptipiions

Certfcaien & ecrtn

Thasa are th permupsang thad B spelratan regussst FLscaly, Wow My 3k g e oor
B AN P e Sl PP AR Sl PDL (O, ot DT BT 00 it el [apre——
& Bpois an &9

d
@

I Cwren ) I Vi Ly amusd acicioess iy

Larast Codnfend
[~ e ] offina sy

A5 B RRIIIET, O CB (R DO 0 R 0 BB AT TS DDAy Sraste) SO FLRrihn FCRL 10O ¥ Sl

e Th end Llind wlll AOL B SOw B Sienl R whet L) Ui IS0t
el » Trindbieri buimiting ] I
x Frosdnitthasting =l
- m prodile
W e ettt Vrw L B prodile

b Asreievies

A LA G e

5. Under the User menu, check the boxes to enable the following user settings:
e User.Read
e User.ReadWrite

6. When finished, click Add permissions.
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7. Under Grant consent, click the Grant <your LastPass application name>
hyperlink to finish configuring API permissions for your LastPass app.
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Step #7: Add users to the LastPass app in Azure AD

1. In the Azure AD portal, with your LastPass application selected, go to
Overview > Enterprise applications in the left navigation.

Select your newly created LastPass application.

Select Users and groups in the left navigation.

Click Add user.

Locate each of the users and/or groups in the list, then click Select to grant
access to the LastPass app.

uhobd

Microsoft ATune 2 enterprise applcation .K.
P Home 3 logmeraesourRapissviogme (Teaalt Drectond © Enferprise appScations b0 LastPaI - iert and group
—+ Create a resowrce Igl LastPass - Users and groups
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- - EE ol
(= pusmboard [ r-—
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i BA Cepioyment fan <L
Al BT CARLAY Rk CRACT TVFL
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. ETEpTH
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D Single sigrecn
& Anwe Coimed 09
Fros
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¥ Load Ealancers .
= SR
1 Storage soccurtt
Wirtual ntwerks
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Step #8: Set up Multifactor Authentication on Azure AD (optional)

If desired, you can set up Multifactor Authentication at the Azure AD (Identity
Provider) level.

You're all set!

You have successfully set up your LastPass Enterprise or LastPass Identity account to
use federated login with your Azure Active Directory. All of your newly populated
federated users will receive a Welcome email informing them that they can now log in
to use LastPass. Please note that your LastPass users must log in using the LastPass
web browser extension in order to use federated login for their Azure AD account
with LastPass.

e To learn more about deploying the LastPass web browser extension to your
organization, please see Install LastPass Software Using the Admin Console.

e To see your end users' experience, please see Federated Login Experience for
LastPass Users.

e If your end users have linked personal accounts associated with their federated
login account, please see How do | verify my linked personal account?

e To convert a non-federated user to a federated user, please see How do
| convert an existing LastPass user to a federated (Azure AD) user?
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https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/app-based-mfa
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https://support.logmeininc.com/lastpass/help/federated-login-experience-for-lastpass-enterprise-users-lp010056
https://support.logmeininc.com/lastpass/help/how-do-i-verify-my-linked-personal-account
https://support.logmeininc.com/lastpass/help/how-do-i-convert-an-existing-lastpass-enterprise-user-to-a-federated-azure-ad-user
https://support.logmeininc.com/lastpass/help/how-do-i-convert-an-existing-lastpass-enterprise-user-to-a-federated-azure-ad-user

Troubleshooting & Tips

e |[tis strongly recommended that you have at least 1 LastPass admin that is
enabled with the “Permit super admins to reset Master Passwords” policy.

Contact Us

If you have not started a LastPass Enterprise or LastPass Identity trial, please contact
our Sales team at lastpass.com/contact-sales for more information.

For additional help, please see Set Up Federated Login for LastPass Using Azure
Active Directory, and if desired, select a contact option at the bottom of the article.
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https://support.logmeininc.com/lastpass/help/how-do-i-set-up-federation-services-for-my-lastpass-enterprise-account-using-azure-active-directory
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